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1. MACIIOPT PABOYE# TPOTPAMMBI TPO®ECCUOHAJIBLHOTO
MOV
M 03 3AIIIUTA THO®OPMAIIMN TEXHUYECKUMHU CPEJICTBAMM»

1.1. O61acTh NPUMEHEHHUSI IPOTPAMMBI

PabGouass mporpamMmma mnpodecCHOHAIBHOTO MOayds (nanee pabouas
nporpamMma) — SIBJISIETCS YacThIO MPOTPaMMBbl MOATOTOBKU CIIEHUATUCTOB CPEIHErO
3BeHa B cooTBeTcTBNU ¢ PI'OC 1o crrermansrHoctu CITIO

10.02.05 Oobecneuyenne UH(POPMALMOHHOM 0e30macHOCTH
aBTOMATU3HUPOBAHHBIX CHCTEM

B YaCTHU OCBOCHHUS OCHOBHOTO B MpodeccroHanbHoil nestensuoct (BILJ]):

3amnTa I/IH(l)OpMaII]/II/I TEeXHHYECCKMMH CpeacTrBaMu U COOTBCTCTBYIOH_[I/IG eMy
npo¢eCCUOHANIbHBIC KOMIIETEHIIUHN:

[lepeueHb 00X KOMIIETEHIINI

Konx HaumMeHoBaHue BUJIOB A€ATEIbHOCTU U NPOPECCHOHAIBHBIX KOMIIETEHIUI

OK 1. | Beibuparb ciocoOsl pemieHus 3a1a4 IpoQecCHOHaNbHON IesITeIbHOCTH, TPUMEHUTEIEHO
K Pa3JIMYHBIM KOHTEKCTaM.

OK 2. | OcymecTBasiTh MOUCK, aHAIN3 U HHTEPIIPETALINIO HH(POPMAITUK, HEOOXO0AUMON ISt
BBINIOJIHEHUS 33/1a4 MPO(ECCHOHAIBHOM JISSITEIbHOCTH.

OK 3. | [ImanupoBaTh U peaan30BBIBATh COOCTBEHHOE MPO(ECCHOHATFHOE U TIMYHOCTHOE
pa3BHTHE.

OK 4. | PaGoraTh B KOJUIEKTHBE U KOMaH[E, 3PPEKTHBHO B3aUMOJICHCTBOBATD C KOJUIETaMH,
PYKOBOJICTBOM, KJIIMEHTAMHU.

OK 5. | OcymecTBasTh YCTHYIO U MIHCbMEHHYIO KOMMYHUKALIUIO HAa TOCYIapPCTBEHHOM SI3bIKE C
y4€TOM 0COOEHHOCTEH COLMAIBHOTO U KYJIBTYPHOI'O KOHTEKCTA.

OK 6. | [IposBiATh rpax/aaHCKO-NAaTPUOTHUECKYIO TTO3UILIHIO, IEMOHCTPUPOBATH OCO3HAHHOE
NOBEJICHHE HAa OCHOBE TPaIUIIMOHHBIX O0IIEUEIOBEUYECKUX IEHHOCTEH.

OK 7. | CoxneiicTBOBaTh COXpaHEHHIO OKPYXKAIOLIEH cpesibl, pecypcocOepexennto, 3pHEeKTUBHO
JIeMCTBOBATh B UPE3BbIUANHBIX CUTYAIIMSIX.

OK 8. | Ucnonb3oBath cpeacTBa (U3NUYECKON KYIbTYphI Ul COXPAaHEHHSI U YKPETICHHS 3/10POBbs
B IIpolLecce NMPOPecCUOHANBHOMN AESITEIbHOCTU U MOIepKaHNe He00X0JUMOTO YPOBHS
($U3UUECKOM MOATOTOBICHHOCTH.

OK 9. | Ucnonp3oBath HHOOPMALIMOHHBIE TEXHOJIOTUH B TPO(HECCHOHATIBHOM eI TEIbHOCTH.

OK 10. | ITosnb30BaThCs MpohecCHOHABHON JOKYMEHTAIMEeN Ha roCyJapCTBEHHOM M HHOCTPAHHOM
A3BIKAX.

[Tepeuenb npodecCHOHATBHBIX KOMIIETEHITHHA

Kon HanmenoBanue BUIOB IE€ITEIBHOCTH U TPOPECCHOHATBHBIX KOMIIETEHITUN

B/l 3 3amuTa nHGOpMALMH TEXHHYECKHMHU CPeCTBAMH

[1IK 3.1. | OcymecTBiiATh YCTaHOBKY, MOHTa)X, HAacTPOWKY M TEXHUYECKOe OOCIyXKHBaHHE
TEXHUYECKUX CpPEACTB 3alllUThl WHGPOpPMAllUM B COOTBETCTBUU C TpeOOBAHUSAMHU
AKCITyaTallMOHHOW TOKYMEHTAIWH.

[1K 3.2. | OcyiecTBIsTh SKCITyaTalui0 TEXHUYECKUX CPEACTB 3alllUThl HH(OpMAaLUY B
COOTBETCTBHUH C TPEOOBAHUSIMH IKCIUTYaTallMOHHOM JJOKYMEHTAIUH.




1K 3.3. | OcyuiecTBiIsATh H3MEPEHUE MTapaMETPOB TOOOYHBIX AIEKTPOMATHUTHBIX U3TYUCHUHN U
HaBoJ0K (IIDMUH), co3maBaeMbIx TEXHHYECKUMU CPEeICTBAaMU 00pabOTKH
uH(OpPMALIMU OTPAaHMYEHHOTO JIOCTYIIA.

I1K 3.4. | OcyuiecTBIATh K3MEPEHUE TTaPaMETPOB (DOHOBBIX IIYMOB, a TAKXKE (PU3HMUESCKUX TTOJIEH,
CO3/1aBaCMbIX TEXHUYECCKHMH CPEJICTBAMU 3alTUTHl HHGOPMAITUH.

I1K 3.5. | Opranu30BbIBaTH OTAEIBHBIE PA0OTHI 11O (U3HUUECKOM 3aIIUTE OOBEKTOB
uHpOpPMATU3ALIUH.

- JUYHOCTHBIC PC3YJIbTAThI

KOI{ JJUYHOCTHBIX

JIN4HOCTHBIE pe3yJabTarTbl pe3yJabTaToB

peajiM3alnuy MporpaMMbl BOCIIUTAHUSA peaju3anuu

(Oeckpunmoput) Iporpammbi

BOCIIUTAHUSA

Hoprper BoinyckHuka [1OO0
Oco3Haromumii cedsi rpakJaHUHOM U 3alIUTHUKOM BEJIMKOM CTpaHBbI JP1
["oTOBBIN HCTIOJIB30BATH CBOM JIMUHBIN M MPO(HEeCCHOHATBHBIN MMOTEHIIAAT JIP 2
JUISL 3alIMThl HAIMOHAJILHBIX HHTEepecoB Poccun

JIeMOHCTpHPYIOLIUI IPUBEPKEHHOCTD K POAHON KYJIbTYpe, HCTOPUUYECKON JIP 3

MaMsITU Ha OCHOBe J00BU K PoanHe, pogHOMY Hapoy, Majion pojuHe,
MPUHATUIO TPAIUIIMOHHBIX LIEHHOCTEH MHOTOHALMOHAJIBHOTO HApO1a
Poccun

[IpuHEMaromuii ceMeiHble HEHHOCTH CBOEr0 Hapo1a, TOTOBBIM K CO3/IaHUIO JIP 4
CEeMbU U BOCIUTAHUIO JETEH; IEMOHCTPUPYIOILUI HEIPUITHE HACUIINS B
CEMbE, YX0/a OT POAUTENBCKOM OTBETCTBEHHOCTH, OTKa3a OT OTHOLIECHUII cO
CBOMMH JIeThbMH U X (PMHAHCOBOI'O COAEP KaHUS

3aHMMaOIIKK aKTUBHYIO T'PAXKIaHCKYIO IO3ULUIO N30MpaTesl, BOJIOHTEPA, JIP S
OOIIIECTBEHHOT'O JIesiTelIs
[IprHUMaromuii ey 1 3a1a4d Hay4YHO-TEXHOJIOTUYECKOTI 0, JIP 6

O9KOHOMHYECCKOTO, HH(bOpMaHHOHHOFO Pa3sBUTHA POCCI/II/I, TOTOBBIN pa60TaTB
Ha X JOCTUIKCHUC

["'0TOBBII COOTBETCTBOBATH OKUAAHUAM paboTOAaTENeH: IPOEKTHO JP 7
MBICIISIIINM, Y)PEKTUBHO B3aUMOACHCTBYIOIIHNI C YIeHAMU KOMaH/ bl 1
COTPYAHUYAIOIINMI C IPYTUMH JIFObMH, OCO3HAHHO BBIIOIHAIOIIHAN
npodeccuoHanbHble TpeOOBaHUS, OTBETCTBEHHBIN, TYHKTYaJIbHbIH,
JUCLHUIUIMHUPOBAHHBIH, TPY10II0OMBBIN, KPUTHUECKH MBICIISIINH,
HalleJICHHBIN Ha JIOCTUKEHUE TTOCTABJICHHBIX LEJIEH; IEMOHCTPUPYIOIINUN
poheCCHOHATIbHYIO )KU3HECTOUKOCTD

[Ipu3Haronmii IEHHOCTh HEMIPEPHIBHOTO 00pa30BaHusl, OPUEHTUPYIOIIUCS JIP 8
B U3MEHSIOIIEMCS phIHKE TpYy/a, u30eraromuii 0e3padoTHIIbL; YIIPaBIISIOLINHA
COOCTBEHHBIM MPO(ecCHOHAIBHBIM Pa3BUTHEM; PEPIIEKCUBHO
OLIEHUBAIOIINI COOCTBEHHBIHN JKU3HEHHBIN OIBIT, KPUTEPUH JTUUHON
YCHEUIHOCTH

VYBaxaromuil 3STHOKYJIbTYpPHBIE, PEJTUTHO3HBIE [TpaBa Y€JI0BEKa, B TOM UUCIIE JIP 9
€ 0COOEHHOCTSIMM Pa3BUTHUS; LEHALINI COOCTBEHHYIO U UYKYIO
YHUKaJBHOCTH B Pa3JINYHBIX CUTYallUsX, BO BceX (popMax U BUAAX
JESITeTIbHOCTH

[MpuHIMAaIOMmKi aKTUBHOE y4acTUE B COIMATIBHO 3HAYMMBIX MEPOTIPHATHSIX, JIP 10
COOJTFOTAOIINIT HOPMBI TIPABOIIOPSIIKA, CICTYIOIINH HJieataM IpaskIaHCKOTo
o01ecTBa, o0ecrieueHust 6€30MacHOCTH, MpaB U cBOOO/ rpaxaaH Poccuu;
TOTOBBIN OKa3aTh MOJAEPKKY HYKIAIOIUMCS




JIOSMBbHBIN K yCTAaHOBKAM U TPOSIBIICHUSM MIPEICTaBUTENEH CYOKYIbTYD,
OTIMYAIOIINN UX OT IPYIN C JECTPYKTUBHBIM U JCBUAHTHBIM IIOBEICHUEM

JIP 11

JIEMOHCTpUPYIOLIUI HENPUATHE U IIPEAYIPEKIAIOIINNA COLUATIBHO OITACHOE
IIOBEICHHUE OKPYKAIOIINX

JIP 12

CriocoOHbIif B IIU(POBOH Cpeie UCTIONB30BATh pa3IHYHbIe IH(PPOBHIE
CPEICTBA, TIO3BOJISIOIINE BO B3aUMOJCHCTBHUHU C APYTHMH JIFOABMU
JOCTHUraTh MOCTABJICHHBIX IIeJICH; cTpeMsuiics K (POPMUPOBAHUIO B
CEeTeBOH cpejie TMYHOCTHO U MPO(ECCHOHANBHOTO KOHCTPYKTUBHOTO
«uudpoBoro ciema»

JIP 13

CriocoOHBIii cTaBUTH Mepes cOO0H 11eNn 101 BO3HUKAIOIINE )KU3HEHHbIE
3a/1a4u, MOA0UPATh CIIOCOOBI PEIICHUS M CPEICTBA PA3BUTHS, B TOM YHCIIE C
UCIOJIb30BaHUEM IIU(POBBIX CPENICTB; CONECHCTBYIOIIMM MOAIEPIKAHUIO
pecTka cBoer mpodeccuu U 00pa3oBaTeIbHON OpraHU3aIII

JIP 14

CriocoOHBII reHepupOBaTh HOBBIC UIEU JUI pPellleHus 3a1a4 HudpoBoi
SKOHOMUKH, IEPECTPANBATh CIOKUBILUECS CIIOCOOBI PeIlieHUs 3a1a4,
BBIIBUTATh AIbTEPHATUBHBIC BAPUAHTHI IEHCTBUH C LIEIbI0 BEIPAOOTKH
HOBBIX ONTUMAJIBHBIX aJITOPUTMOB; TTO3ULIMOHUPYIOIIHM ce0s B CETH KaK
PE3YNIbTaTUBHBIN U MIPHUBJICKATEIbHBIA YUaCTHUK TPYAOBBIX OTHOLICHHA.

JIP 15

CriocoOHBII NCKaTh HY>KHBIE UCTOYHUKN UHPOPMAIIUHU U JaHHBIC,
BOCIIPUHUMATh, aHAJIM3UPOBATh, 3aIOMUHATh U NIEpeAaBaTh HHPOPMALIUIO C
MCTOJIb30BaHNEM HU(POBBIX CPEACTB; MPEAYIPEK AU COOCTBEHHOE U
4y»0€ JECTPYKTUBHOE IIOBEJACHHUE B CETEBOM IIPOCTPAHCTBE.

JIP 16

I'n6ko pearupyromuii Ha NOSABICHHE HOBBIX ()OPM TPYAOBOH NESTEIHLHOCTH,
TOTOBBIA K HX OCBOEHUIO

JIP 17

OCOSHaIOH_[I/II‘/'I 3HAYUMOCTb CUCTCMHOI'O IIO3HAHUS MHUPA, KPUTHICCKOI'O
OCMBICJICHHA HAKOIIJICHHOI'O OIIbITAa

JIP 18

PazBuBaromuii TBOPUYCCKHUC CHOCO6HOCTI/I, CIIOCOOHKIH KpC€aTUBHO MBICIINTDH

JIP 19

CriocoOHbII B TM(POBOH Cpefie MPOBOIUTE OLICHKY HH(POpPMAIUH, ¢
JOCTOBEPHOCTH, CTPOUTH JIOTHUECKHE YMO3aKIIFOUEHHUSI HA OCHOBaHHUH
nocrynarouie nupopmanuu

JIP 20

I"oTOBBII K TpodheccoHaTbHON KOHKYPEHIIUN U KOHCTPYKTUBHON peakLuu
Ha KPUTHKY

JIP 21

HCMOHCTpI/IpyIOH_[I/Iﬁ IMPUBCPKCHHOCTH ITPUHIUIIAM YE€CTHOCTH,
IMOpAJOYHOCTHU, OTKPBITOCTHU

JIP 22

CamocTosATeNnbHbIN U OTBETCTBEHHBIN B IPUHATUH PELIEHUH BO BceX cdepax
CBOEH JeSATEIIbHOCTH, TOTOBBINA K HCIIOJIHEHUIO Pa3HOOOPA3HBIX COIMAIbHBIX
poJeii, BocTpeOOBaHHBIX OM3HECOM, OOIIIECTBOM U IFOCYJapCTBOM

JIP 23

[TposBisIOMINI SMIIATHIO, BEIPAXKAIOIINN aKTUBHYIO TPaXIaHCKYIO
MO3ULHIO, YYAaCTBYIOLIUN B CTYIEHUECKOM U TEPPUTOPUATIBHOM
cCaMOYNpaBJI€HUH, B TOM UHCJIE HA YCIOBUAX JOOPOBOIbUECTBA,
MPOAYKTUBHO B3aUMOJEHUCTBYIOIMI U YYaCTBYIOIIUHN B IESITEIBHOCTH
0OIIIECTBEHHBIX OpPraHU3allnii, a TAaK’K€ HEKOMMEPUYECKUX OpraHU3aIlHiM,
3aMHTEPECOBAHHBIX B Pa3BUTUU IPAKIAHCKOTO OOIIECTBA U OKA3BIBAOIINX
MOJJEPKKY HYKAAIOIUAMCS

JIP 24

[IpensrcTByromuiA 1EHCTBHUIM, HAIPABJICHHBIM Ha yIIEMJICHUE ITPaB WU
YHHKEHHE JIOCTOMHCTBA (B OTHOIICHUH ce0sl MM JPYTUX JHoIeH)

JIP 25

[IposiBnsromniA ¥ IEMOHCTPUPYIOIIUHN YBaXKEHHUE K ITPEACTABUTEISIM
Pa3IUYHBIX STHOKYJIBTYPHBIX, COLMATIbHBIX, KOH(PECCHOHAIBHBIX U HHBIX

rpynmn

JIP 26

ConpuuacTHBIN K COXPAHEHHUIO, IPEYMHOKEHUIO U TPAHCIISILINU
KYJIbTYPHBIX TPAJULMN U [IEHHOCTEN MHOTOHAIMOHAIBHOT'O POCCHIICKOTO
rocyzapcraa

JIP 27




Bcerynaronmii B KOHCTpYKTUBHOE IPO(ECCHOHATBHO 3HAUNMOE JIP 28
B3aMMO/ICHCTBHE C MPEICTABUTEISIMU PA3HBIX CYOKYIbTYP
Cobmroaron il 1 mpornaraHIupyoIUi mpaBuia 30pOBOro U 6€30MacHOro JIP 29
o0pasa >KHU3HH, CIIOPTA; IPEAYNPEK AN TNO0 MPEeoa0IeBAOIIHI
3aBHCUMOCTH OT JIKOT0JIs, Ta0aKa, ICMXOAKTUBHBIX BEIECTB, a3aPTHBIX UIP
U T.J.

3aboTsmuiics 0 3aIIUTe OKPYKAIOIIEH Cpe/bl, COOCTBEHHOU U TYKOU JIP 30
0€30I1aCHOCTH, B TOM YHCJIe IU(PPOBOH
I'apMOHHMYHO, pa3HOCTOPOHHE PA3BUTBINA, AKTUBHO BbIpaXKaroLUN JIP 31

OTHOIIICHHE K IPe00pa30BaHUIO OOIIECTBEHHBIX MPOCTPAHCTB,
MIPOMBIIIJICHHON U TEXHOJIOTUYECKOM ICTETHKE TPEATPUSATHUSA,
KOPIIOPAaTHBHOMY JIM3aiHY, TOBAPHBIM 3HAKAM
OneHnBaIONINI BO3MOXHBIC OTPAHHYUTEH CBOOOIBI CBOETO JIP 32
poeCCHOHATILHOTO BBIOOPA, TIPEA0Ipe/IeICHHbIE
MCUX0()U3MOTOTHISCKIMH OCOOSHHOCTSIMU WJIH COCTOSTHUEM 37I0POBbS,
MOTHBUPOBaHHBIN K COXPAHEHUIO 37I0POBbs B TIpoliecce MpohecCHOHAIbHON
JeSTSIILHOCTH

OTKpPBITHIA K TEKYIIUM M MEPCIEKTUBHBIM U3MEHEHHUSIM B MUPE TPy/Ia U JIP 33
npodeccuii
MOTHBHPOBAHHBINA K OCBOCHHIO ()YHKIITHOHAIBLHO OJIM3KHUX BUIOB JIP 34

poeCCHOHATBHOMN IEATELHOCTH, UMEIOMINX 00IIHe 00BEKTHI (YCIOBHS,
1LIEJIH) TPYAA, TH00 MHbIE CX0KHE XapaKTePUCTHKU

DKOHOMMYECKH aKTUBHbBIN, IPEANPUUMUUBBINA, TOTOBBIM K CAMO3aHATOCTU JIP 35
CoxpaHsIoLMil ICUXOJOTUYECKYI0 YCTOMYMBOCTD B CUTYaTUBHO CJIOKHBIX JIP 36
WJIU CTPEMUTENIBHO MEHSAIOIINXCS CUTYalUsAX

Pabouas mporpamMmMa nmpopeCCUHOHAIBHOIO MOAYJISl MOKET ObITh HCIOJIb30BaHa
B mporpammax JIIO mnoBbimieHuss KBanupuKauu U OpodhecCHOHATbHOM
nepenoaroToBku no Hanpasiieauto 10.00.00.

1.2. Hean m 3amayu MoayJisi — TpeOOBaHHMSI K pe3yJibTaTaM OCBOCHUS
MOAYJIst

C uenpio OBNAJCHUS YKa3aHHBIM BUJIOM MPO(ECCHOHATBHOU NEATEIbHOCTH

U COOTBETCTBYIOIIUMHU MPOPECCHOHATBHBIMA KOMIIETCHIIUSMU OOyJaroniuiics B
X0/I€ OCBOEHUS MPOPECCUOHATBHOI'O MOJTYJISL JOJIKEH:
UMeTh MPAKTUYECKHUI ONbIT:

— YCTaHOBKH, MOHTa)XKa U HACTPOUKH TEXHUYECKHUX CPEIICTB 3aIUTHI
uH(popmanuu;

— TEXHUYECKOTO OOCTY)KWBAHMS TEXHUYECKHUX CPEJICTB 3aIUTHl HH(OPMAITHH;

— TIPUMEHEHHUS OCHOBHBIX THIOB TEXHUYECKHUX CPEIICTB 3aIUTHl HH(OPMAITUH;

— BBISABJICHUS TEXHUYCCKUX KaHAJIOB YTEUKHU MH(DOpMAIUu;

— y4acTus B MOHUTOPHHTE 3()(PEKTUBHOCTH TEXHHYCCKUX CPEACTB 3aIUTHI
uHdopMaIuy;

— JMArHOCTUKH, YCTPAHEHHS OTKa30B W HEUCIPABHOCTEH, BOCCTAHOBJICHUS
paboTOCTIOCOOHOCTH TEXHUYECKUX CPEJICTB 3aIUTH HHGOPMAIIHH;

— nmnpoBeleHuss u3Mepennii mapametpoB [IDMUH, co3gaBaemMbIX TEXHUYECKHUMU
cpenctBamu 00pabOoTKu MH(POpPMAIUU TP aTTeCTallMd 00BEKTOB MH(OPMATHU3AIINH,



JUIsL KOTOPOM YCTaHOBJIEH PEXUM KOH(PUACHLUMAIBHOCTH, IIPU ATTECTALMH OOBEKTOB
uHpOopMaTU3alnu o TpeOoBaHUSIM 0e30MacHOCTH HH(POPMAIIUY;

— TPOBEACHMS M3MEPEHUN MapameTpoB (POHOBBIX ITYMOB, a TaKXke (DU3HMUECKUX
MoJIeH, CO3/JTaBaeMbIX TEXHUUECKUMH CPEACTBAMH 3aIUTHI HH()OPMALINY;

YCTaHOBKH, MOHTaXa U HACTPOMKHU, TEXHUYECKOTO 00CITY>KUBaHUs, JTUATHOCTUKH,
yCTpaHEHHs OTKAa30B U HEUCIPABHOCTEM, BOCCTAHOBICHHS pabOTOCTIOCOOHOCTH
WH)XCHEPHO-TEXHUYECKUX CPEACTB (PU3NUECKON 3alTUTHI.

yMeThb:

— TPUMEHATh TEXHUYECKUE CPEACTBA 11 KPUNTOIpaUUECKOM 3aIUThI
uHpOopMaIuy KOHPHUIECHINATIBHOIO XapaKTepa,

— TPUMEHATh TEXHUYECKUE CPEACTBA JIJIsl YHUUTOXKEHUS HH(OpMALIUU U
HocuTese nHpopmanuu;

— NPUMEHATh HOPMATUBHBIE NPABOBBIE aKThl, HOPMAaTHBHBIE METOJUYECKUE
JIOKYMEHTHI 110 00ECIIEYEHUIO 3aIlUThl HH(OPMAIIMU TEXHUYECKUMU CPEICTBAMY;

— TPUMEHATh TEXHUYECKHUE CPEACTBA ISl 3aIIUThl MH(OpPMAUU B YCIOBHUSIX
MPUMEHEHUSI MOOMIIBHBIX YCTPOUCTB 00paOOTKU U NIEepeiavn JaHHbBIX;

— TPUMEHATh CPEACTBA OXPAHHON CUTHAIM3AIMH, OXPAHHOTO TEJIECBUACHUS U
CUCTEM KOHTPOJIS ¥ YIIPABIIEHUS JOCTYIIOM;

NPUMEHSATh UHKEHEPHO-TEXHUUECKUE CPEICTBA (PU3NYECKOM 3alIUThl 0OBEKTOB
uH(popmMaTH3auuu
3HATh:

— TOPSAAOK TEXHHUUECKOTO OOCTYKMUBAHUS TEXHUUECKUX CPEJICTB 3aLIUThI
uHdopmaIuy;

— HOMEHKJIATypy  NPUMEHSIEMBIX  CpEACTB  3allUThl  HMHQOpPMALMM  OT
HECAaHKIIMOHUPOBAHHOM YTEUKH 10 TEXHUYECKUM KaHaJIaM;

— (u3NYECKUE OCHOBBI, CTPYKTYpy M YCJIOBUS (POPMUPOBAHUS TEXHHUUECKUX
KaHAJIOB YTEYKM HH(POPMALIUU, CIIOCOOBI UX BBISBJICHHS U METObI OLIEHKH OMTACHOCTH,
KJIACCU(DUKALMIO CYHIECTBYIOIMIMX (U3NYECKUX TOJeH U TEXHUYECKHX KaHAJIOB
yTeuKu UH(POpMaLINH;

— TIOPSIOK YCTPaHEHWs HEUCIPABHOCTEH TEXHHYECKUX CPEICTB  3alllUThl
MH(pOpMAIMU U OPraHU3alUU PEMOHTA TEXHUYECKUX CPEICTB 3alUThl HHPOpPMALIUH;

— METOJAMKM  HUHCTPYMEHTAIBHOTO  KOHTPOdS  A((PEKTUBHOCTU  3allUTHI
uH(popmaiuu, 00padaTbIBa€MOI CpEeCTBAMU BBIYUCIUTEIBbHON TEXHUKH HA O0BEKTAX
uH(hopMaTH3aINN;

— HOMEHKJIaTypy M XapaKTEPUCTUKHU annaparypsl, UCIIOJIb3yEMOU ISl U3MEPEHUS
napameTtpoB [IDMUH, a Takxke napameTpoB (OHOBBIX MTyMOB U (DU3UYECKUX TTOJICH,
CO3/1aBAEMbIX TEXHUUYECKUMHU CPEICTBAMU 3alIUThl HHPOPMAIIH;

— OCHOBHBIE MPUHLMIIBI JEUCTBUS M XAPAKTEPUCTUKU TEXHUYECKHX CPEACTB
(U3UYCCKOM 3aIUTHI;

— OCHOBHBIE CITOCOOBI PU3NYECKOMN 3aIUTHI 00BEKTOB MH(OPMATU3ALINY;
HOMEHKJIATypy  NPUMEHSIEMbIX  CpPEACTB  (U3MYECKOM  3alluThl  OOBEKTOB
uH(pOpMaTH3aLIUY.



1.3. Pexomenayemoe KOJHYECTBO YacOB Ha OCBOEHHE IPOrpaMMbl
npo¢ecCHOHAIBLHOIO MOAYJIS:

Bcero — 584  wyaca, B TOM YHCIIE:

MaKCHMaJIbHOM y4eOHOM Harpy3ku odyuaromierocs — 470 yaca, BKIrovas:
o0s13aTeNIbHON ayIUTOPHOU yueOHOM Harpy3ku odyuaromierocs — 454 yaca,;
B TOM YHCJIC 32 CYET BapUATHBHON YaCTH - 9acoB;
CaMOCTOATENLHOM paboThl oOy4varorerocs — 10 gacos;

yueOHOW U POU3BOACTBEHHON NpakTUKH — 108 vacos.

2. PE3YJIBTATBI OCBOEHUSA ITPO®ECCHUOHAJIBHOT'O MOAYJIA

Pe3ynbraTtoM OCBOEHHS MPOrpaMMbl MPOPECCHOHATBHOIO MOAYIS SIBIISAETCA
OBJIQZICHUE  OOYYaIOUIMMUCS BUIOM IPOQPECCHOHANBHON MAESITENbHOCTH 3amura
MHDOpMAIMKM TEXHUYECKMMHU cpeactBamu, B TOM uwucie mnpodeccruoHanbHbiMu (11K),
o0mumu (OK) xoMneTeHIMsAMHA U TUYHOCTHBIMU pe3ynbraramu (JIP), ykazaHHbIMU B
o 1.1.



3. CTPYKTYPA U COAEPKXAHME TPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. TemaTnueckuii njiaH nNpogecCHOHATBHOI0 MOAYJIA

Jx3ame | Koncyabra
O0bemM BpeMeHHU, OTBe/ICHHbIN HA 0CBOEHHE H 1o MU,
IIpakruka
MEKIMCHUIUIMHAPHOIO Kypca (KypcoB) MOAYJIIO, 4acoB
Bcero
4acoB
1acon CamocTosiTeIbHA
Koapl HaumeHnoBaHus (maxc. Oos13aTes1bHAsA Ay IUTOPHASA s paBora IIpounsBoacTBeHH
npogeccHOHAIb paszesioB yuebnas y4eOHas HArpy3Ka 00y4aromerocst 06 q:l:mmerom as (mo npoguio
HBIX npodeccnoHaTBLHOTO HaepysKa N VyeOnast CHEeHUaIbLHOCTH),
KOMIIeTeHIU i MoyJist u naﬁoB ;'T‘:)' - B T.4., B T.4., 4acoB
npakmuxy | Beero parop KypcoBa | Bcero | Kypcosa ' (ecnu
e padoThI U 4acoB
) , s1 paboTa , s1 padora npedycmompena
NpaKTHYecKue
4acoB (npoekr), | wacoB | (mpoekr), paccpedomouent
3aHATHSA,
4acoB 4acoB asl npaKmuKa)
4acoB
1 2 3 4 5 6 7 8 9 10
K 3.1 M/IK.03.01
OK 1- OK10 TexHuueckas 3amura 144 140 58 - 3 - - - 1 2
JIP 1-36 nHpopMaUN
K 3.2 M/IK.03.02
OK 01-OK10 NuxenepHo-
JIP 1-36 TEXHUYECKHUE
. 144 140 54 30 2 - - - 2 2
cpeacrBa q)HSI/I‘{CCKOI/I
3aIIUTHl 00HEKTOB
uHpopmManuu
IIK.3.3 M/IK.03.03 OcHoBbI
OK 1- OK10 IIOCTPOEHUS 80 76 30 3 L )
JIP 1-36 3aIUIEHHBIX i i
KOMITIBIOTCPHBIX ceTeit
I1K. 3.1-34 M/IK.03.04
OK 1- OK10 Opranu3zanus
JIP 1-36 ANMEKTPOHHOU 102 08 42 2 - - ; 2 2
CUCTCMBI YIIPABJICHUA
IlOK}’MCHTOO60pOTOM




I1.K.3.1-3.4 VY4ebHas nmpakTUKa
OK 1- OK10

I1.K.3.1-34 IIpousBoacTrBeHHast

OK 1- OK10 NPaKTHKA
JIP 1-36 72 72 - -

DK3aMeH M0 MOIY.JTIO 6
KoncyabTanuu 8
Bcero: 584 454 | 184 [ 30 | 10| - 36 108 6 8

Auetiku 6 cmoabyax 3, 4, 7, 9, 10 3anoausitomcst scupHoim wpudmom, 6 5, 6, 8 - 06biunbim. Eciu kakou-1u60o 6uod yuebHot pabomol He npedycMOmpeH, HeoOX00UMO 8 COOMEEeMCcmeyuell suetike nocmagums npouepk. Koauuecmeso uacos,
YKa3aHHoe 8 auelkax cmoaoya 3, O0IHCHO ObIMb PABHO CyMMe Yucell 8 COOMEemMcmayowux aueikax cmoaoyos 4, 7, 9, 10 (ocupnvii wipugm) no eopuzonmanu. Konuuecmso uacos, ykazantoe 6 siuetikax cmpoku « Bcezoy, 0onxcHo Ovims
PAsHO cymMMme yucen coomsemcmayowux cmoaoyos 3, 4, 5, 6, 7, 8, 9, 10 no sepmuxanu. Konuvecmeso uacos, ykasanuoe 6 aueiike cmoadya 3 cmpoku «Bce2oy, 0014 CHO cOOmMEemcmeaosams KOAUUECmay 4dco8 Ha 0C80eHUe NPosp amMmbl
npogeccuonanvro2o Mooyns 6 nyukme 1.3 nacnopma npoepammei. Konuvecmeo uacos na camocmosmensHyio pabony o0yuanue2ocs 00IACHO COOMBEMCmME06ams ykasaHHomy 6 nynkme 1.3 nacnopma npoepammor. Cymma Konuuecmea
Yacos Ha y4eOHYIo U NPOU3B0OCMBEHHYIO NPaKMuKy (6 cmpoke «Bcezoy 6 cmonbyax 9 u 10) dondxcna coomeemcmsosams yKasaHHOMY 6 nyHkme 1.3 nacnopma npozpammbsl. [[a coomseememeus CyMm 3HadeHull ciedyem nogmopums 00vem
Yaco8 Ha NPOU3E0OCMBEHHYIO RPAKMUKY NO RPOQUIIO CREYUATbHOCTIU (KOHYEHMPUPOBAHHYIO) 8 KOIOHKe « Bce2o uacoey u ¢ npeonocneoneii cmpoke cmonbya «lIpouzsodcmeennas, uacosy. M yuebnas, u npouzsoocmeennas (no npoguiuio
CReYUaIbHOCMU) NPAKMUKU MO2YM NPOS0OUMbCS NAPATIENLHO C MeOPemuyeckKuM 3aHAMUAMU MeXHCOUCYUNTUHAPHO20 KypCa (PAccpe0omoyeHo) Uil 8 CReyuanbHo 6bloeneHHblil nepuoo (KOHYEeHMpUpOBaHHO)



3.2. Coaep:xanue o0ydyeHust no npogeccuonaibHomy moay.aro (IIM)

HaumeHoBaHue Conep:xanue y4yeOHOro MaTepuasa, J1adopaTopHbie padoThl M MPAKTHYECKUE O6bem | Yposenb | OK, IIK,
pa3aesioB 3aHATHS, CAMOCTOSITEJIbHASI padoTa 00y4alouuxcs, KypcoBasi padoT (IIpPoeKT) 4yacoB 0CBOEHMS JIP
npogeccuoOHATBLHOTO (ecnu npedycmompennt)
monyJas (IIM),
MeKIMCIUTITHHAPHBIX
KypcoB (M/IK) u tem
1 2 3

M/IK.03.01 Texuuueckas 3ammTa uHGopMamun 144

Paznen 1. Konnenuusi MH:KeHEPHO-TEXHUYECKOM 3aIIUTHI MH(OpMAIUT

Tema 1.1. IIpeamert u Conep:kanue 4 OK 1-10

3a/1a4u TEXHUYECKOMN [Ipeamer 1 3a1a4M TEXHUYECKOH 3alUTH HHQOpMAIH. XapaKTepUCTHKA 2 1K 3.1

3aIlUThl KHQOPMAIIMU | HHXKCHEPHO-TEXHMYECKOM 3alIUThl HHPOPMAIINH KaK 00J1aCcTH HHPOPMAITHOHHOM JIP 1-36
6e3omacHocTH. CUCTEMHBIN MOAXO0/1 IPU PEIICHUH 3a]ja4 HHKEHEPHO-TEXHUUECKOMN
3auThl HHGopMaru. OCHOBHBIE MApaMeTPhl CUCTEMBI 3aIUThl HH(POPMALIUH.

Tema 1.2. O0miue Conep:xanue 4 OK 1-10

TIOJIOKEHHSI 3aIHUThI 3anaun ¥ TpeGOBaHMS K CIOCO0AM U CPEICTBAM 3alIUTH MH(POPMALUH 2 1K 3.1

uH(pOpMaLH TEXHMYECKHMH CPeCTBaMHU. [IpUHIIUIIEI CHCTEMHOTO aHaIN3a IPobIeM JIP 1-36

TEXHUICCKUMHU MHXEHEPHO-TEXHUUYECKOH 3amuThl nHpopmannu. Knaccudukanus cnocodoB u

cpencreamMu CPEICTB 3alUThl HHPOPMAIHH.

Pa3nea 2. Teopernueckne 0CHOBbI HHKEHEPHO-TEXHMYECKOM 321U ThHI HHPOPMALHMHT

Tema 2.1. Copepxanue 4 OK 1-10

WNudopmanus kak Oco0enHocty nH(pOpManu Kak rnpeaMera 3auuTsl. CBoiicTBa nHpopmanmu. Busl, 2 IIK 3.1
MCTOYHUKU U HOCUTENH 3auiuinaeMoil uugopmanuu. Jlemackupyromnye npu3Haku JIP 1-36

MpEeaAMET 3alllUThI

00BEKTOB HAOIOICHUSI, CHTHAJIOB M BemecTB. [loHsATHE 00 OITaCHOM CHTHAJIE.
Hcrounrky onacHBIX CUTHAIOB. OCHOBHBIE M BCIIOMOTaTEIbHBIC TEXHHUSCKUE
cpencTBa u cucteMbl. OCHOBHBIC PYKOBOSIINE, HOPMATUBHBIE H METOIUYECKUE
JOKYMEHTHI 110 3aIuTe HH(HOPMAIIUU U POTUBOCHCTBUIO TEXHUYECKOW pa3BeKe.




TemaTuka MNPaKTUHIECCKUX 3aHATHI 1 J'[aﬁ()paTOpHLIX paﬁoT

ConepxaTenbHbli aHaIU3 OCHOBHBIX PYKOBOJSIIMX, HOPMAaTUBHBIX U
METOAMYECKHX JOKYMEHTOB I10 3alUTe HHPOPMALUU U IPOTUBOJAECHCTBUIO
TEXHUYECKOHN pa3BeJIKe.

Tema 2.2. Conep:kanue
TexHuueckue KaHaibl [Tonsitue u ocobenHocT yreuku nHpopmaruu. CTpyKTypa KaHaia yTeUKd OK 1-10
yTeUKH HH(POpMALTUU uHpopmanuu. Knaccudukanus cymecTByOmuX GU3NIECKUX MONIEH U TEXHUIECKUX IIK 3.1
KaHAJIOB YTeUKU MHPOpMALUHU. XapaKTePUCTUKA KaHAJIOB YTEUKU HH(POPMAIIH. JIP 1-36
OnTuueckue, akyCTUUECKHE, PaIM03JIEKTPOHHBIE U MaTepUalbHO-BELIECTBEHHbIE
KaHaJIbl YTeYKU UH(DOpMaIUK, UX XapaKTepUCTUKA.
TeMaTuKa NPAKTHYECKHUX 3aAHATHH U JIA00OPATOPHBIX padoT
Yrpo3sl Ub. Opranuzanusi aTTecTaliy BhIJICIICHHOTO IIOMEIICHUS 10 TPEOOBaHUM
0e301acHOCTH HH(POPMAIIHH.
Tema 2.3. Metos! u Conep:xanue OK 1-10
cpeacTsa TexHuueckor | Knaccugukaius TeXHHYECKHX CPEICTB pa3BeIKA. MeTOIbl ¥ CpelICTBa 1K 3.1
pa3BelKH TEXHUUYECKOH pa3Benku. CpeacTBa HECAHKIIMOHUPOBAHHOIO TOCTYyIa K JIP 1-36
uHpopmanuu. CpeacTa 1 BO3MOXKHOCTH ONTHYECKOM pa3Benku. CpencTsa
JUCTAHIIMOHHOTO CheMa MH(OpMaIuH.
TemaTuka NpaKTHYeCKUX 3aHATHI U J1a0OPATOPHBIX padoT
Knaccudukanus TeXHUYECKUX CPEICTB pa3BeaKu. AHAIN3 PhIHKA COBPEMEHHBIX
CPEJICTB Pa3BEAKH.
Pa3nes 3. ®dusnyeckue 0CHOBbI TEXHHMYECKOM 321U ThI HHGOpMaun
Tema 3.1. ®usnueckue | Conep:xxkanue OK 1-10
OCHOBBI YTEUKHU ®uznyeckue OCHOBBI TOOOYHBIX ANEKTPOMArHUTHBIX U3yYeHUH U HaBOJIOK. IIK 3.1
uH(pOpMaLIUHU TTO AKycToanekTpuueckue nmpeodbpazoBanus. [lapasurHas renepanus JIP 1-36

KaHaJIaM MOOOYHBIX
AJIEKTPOMATrHUTHBIX
W3JIy4YE€HHI U HAaBOJIOK

PaIMOdIEKTPOHHBIX CPEACTB. BUAbI Mapa3uTHBIX CBsI3€i U HAaBOJOK. PU3nyeckue
SIBJICHHSI, BBI3BIBAIOIINE YTEUKY WH(POPMAIIAHU TI0 TETSIM AJICKTPOITUTAHUS U
3azemsieHusA. HoMeHKIIaTypa u XapakTepUCTHKA anmnapaTypbl, UCIIOIb3yEMOM IS
U3MEpEHHS MapaMeTPOB TOOOUHBIX AJIEKTPOMATHUTHBIX M3IYYCHUN U HABOJIOK,
napaMeTpoB (DOHOBBIX MIYMOB U (PU3HUECKUX MOJEH




TemaTuka MNPaKTUHIECCKUX 3aHATHI 1 J'[aﬁ()paTOpHLIX paﬁoT

W3mepenue napamMeTpoB GU3NIECKUX MOJICH

Tema 3.2. ®uznueckue | Conep:kanue OK 1-10
MPOLECCHI ITPU CkpbITHE pedeBoi HHGOPMAIIMK B KaHaaxX CBs3U. [logaBieHe OMMacHBIX CUTHAIOB IIK 3.1
IIOJIABJIEHUH OIACHBIX | aKyCTORJIEKTPUYECKHX MPeoOpa3oBaHMii. DKpaHUpPOBaHUE. 3alTyMIICHHUE. JIP 1-36
CUTHAJIOB TeMaTHKa NPaAKTHYECKUX 3aHATHI U J1a0OPATOPHBIX padoT

3amuTa anmaparypsl OT JIEKTPOMArHUTHBIX MOJIEH
Paznea 4. Cucrembl 3alIUTHI OT yTe4KH HHGOPMATUHT
Tema 4.1. CucteMsl Conep:xkanue OK 1-10
3aIIUTHI OT YTEUKHU TexHu4eckue cpercTBa akyCTU4eCKou pa3Beaku. Herocpencrsennoe 1K 3.1
nH(pOpMAINU TIO MOJCITyIIMBaHKUE 3ByKOBOW MH(popmMaruu. [IpocinymmBanue napopmanuu JIP 1-36
aKyCTUYECKOMY KaHally | HampaBJICHHBIMU MUKpoQoHamu. CHCTEMa 3alIUThHI OT YTEYKH 110 aKYCTHUECKOMY

kaHairy. HoMeHkaTypa npuMeHsIeMbIX CPEACTB 3alIUThl HH(OPMAIUH OT

HECAaHKIIMOHUPOBAHHON YTEUKH [0 aKyCTUYECKOMY KaHally.

TeMaTuKa NPAKTHYECKHUX 3aHATHH U JIA00OPATOPHBIX padoT

3amuTa OT YT€UKH 0 aKyCTHUECKOMY KaHally
Tema 4.2. CucreMbl Conep:xanue OK 1-10
3aIIUTHI OT YTEUKHU [Tpunuun padotsl MukpodoHa u renedpona. Mcnoap3oBaHne KOMMYHUKALIUN B K 3.1
nHpOpMAIIHU TIO Ka4yecTBEe COEIMHUTENbHBIX TPOBO10B. HernacHas 3anuck nHpopMaluu Ha JIP 1-36
IIPOBOJIHOMY KaHaTy JKTO(oHBI. CHCTEMBI 3aIIUTHI OT AUKTO(GOHOB. HOMEHKIIaTypa NpuMeHsieMbIX

CPEZCTB 3alMThl HH(OPMALMK OT HECAHKLIIMOHUPOBAHHON YTEUKH MO IPOBOJHOMY

KaHaiy.

TemaTHKa NPaKTHYECKUX 3aHATHI U J1a0OPATOPHBIX PpadoT

CucTeMBl 3aIUTHl OT YTEUKH HHPOPMAIIUH 110 TIPOBOAHOMY KaHAITY
Tema 4.3. Cucrembl Conep:xanue OK 1-10
3alIUTHI OT YTEUKH DJEeKTPOHHBIE CTETOCKOIIBL. JIa3epHbIe CUCTEMBI MOACTYIIMBAHUS. IIK 3.1
uH(pOpMaIIUU IO ['mapoakyctrueckue npeodbpazoBaren. CUCTEMbI 3aIIUTHl HHYOPMAIIUK OT YTEUKH JIP 1-36

BUOPAIIMOHHOMY
KaHaIy

10 BUOpAIIMOHHOMY KaHaity. HoMeHKaTypa npuMeHsIeMbIX CPECTB 3alUThI
uH(pOpMallMK OT HECAaHKIIMOHUPOBAHHON yTE€UYKH MO BUOPALIMOHHOMY KaHally.

TemaTnka NPpakKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT




3ammTa OT yTEUKH 110 BUOPOAKyCTHUYECKOMY KaHAIy

Tema 4.4. Cuctemsl Copnepxanue OK 1-10
3alUThI OT YTEUKHU [TpocnymmBanue nndopmaruu ot paguorenedonos. [IpocaymmBanue IIK 3.1
nHpopManuu 1o nHpopmaruu oT paboTtaromiei anmaparypsl. [IpocinymBanue nHGOpMAaIU OT JIP 1-36
AIEKTPOMArHUTHOMY panuo3zaknanok. [Ipuemarku napopmaiuu ¢ paauosakiagok. [IpociaymmBanue
KaHajy uH(OPMAIIUU O MACCUBHBIX 3aKJIa0K. CHCTEMBI 3aIUThI OT YTCUKH 110

AJIEKTPOMArHUTHOMY KaHaly. HoMeHkI1aTypa npuMeHsieMbIX CPEJICTB 3aIUTh

uH(GOpPMAIIMK OT HECAHKITMOHUPOBAHHON YTEYKH TI0 AIEKTPOMATHUTHOMY KaHAITY.

TemaTnka NPaKTUYECKUX 3aHATHH U J1a00PATOPHBIX padoT

Onpenenenne kananos yreuku [I9MHUH

3amuTa OT YTEUKH MO LEMsSM JIEKTPOIUTAHUS U 3a3eMJIICHHS
Tema 4.5. Cucrembl Conep:xanue OK 1-10
3alIUThI OT YTEUKHU KoHTakTHBIM 1 OECKOHTAKTHBIN METO/IBI CheMa HH(POPMAIUH 3a CUET IIK 3.1
nH(OPMAIIHHA TIO HETIOCPE/ICTBEHHOTO TIOKITIOYCHMS K Tele)OHHOM JInHUU. crnonp3oBaHue JIP 1-36
TelneOHHOMY KaHaTy MUKpOQOHa Tesne(OHHOTO anmapara Ipu MoJI0KEeHHOH TenedoHHol TpyOke. YTeuka

nH(pOpPMaIIMU IO COTOBBIM LIETISIM CB3U. HoMeHKIaTypa npuMeHsIeMbIX CPEICTB

3amUThl MHOOPMALIUK OT HECAaHKIIMOHUPOBAHHON YTEUKH MO Tene(OHHOMY KaHamy.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PaTOPHBIX padoT

TexHu4eckue cpencTna 3auThl MHPOpMaIUU B TeIe(OHHBIX TUHUSIX
Tema 4.6. CucreMbl Conep:xanue OK 1-10
3aIUTHI OT YTEUKHU HuzkouacToTHOE yCTpOiicTBO chema nH(popManuu. BeIcOKO9acTOTHOE yCTPOMCTBO IIK 3.1
nH(pOpMALIUHU TTO chema nHpopmanuu. HoMeHkIaTypa mpuMeHseMbIX CPEJICTB 3alIUThl HHPOpMAITUT JIP 1-36
AJIEKTPOCETEBOMY OT HECAHKLIMOHUPOBAHHOW YTEUKH MO 3JIEKTPOCETEBOMY KaHaIy.
KaHaiy TemaTnka NPaKTUYECKUX 3aHATHH U J1a00PATOPHBIX padoT

Cuctema 3anuThl OT YTEUYKH HHPOPMAIIHH 110 JIEKTPOCETEBOMY KaHATY
Tema 4.7. Cucrembl Conep:xanue OK 1-10
3aIIUThI OT YTEYKU TeneBusnonHble cucteMbl HaOmoAeHus. [Ipubopsl HouHoTO BUACHUS. CHCTEMBI IIK 3.1
uH(pOpMaIINUHU O 3alUThl UHGOPMAIIUU 110 ONITUYECKOMY KaHamy. JIP 1-36

ONTUYECKOMY KaHaIly

TemaTuka NpaKTHYECKUX 3aHATHH M J1a0OPATOPHBIX padoT

CucreMsl 3aIllIUTHI OT YTCUKH I/IH(I)OpMaI_[I/II/I MO0 OITUYCCKOMY KaHally




Pazpgen 5. HpnMeHe}me H IRCIIyaTallud TEXHUYECCKUX CPEACTB 3alllUThI an[)opMaunn

Tema 5.1. [Ipumenenue | Coagep:kanue 6 OK 1-10
TEXHUYECKUX CPEJICTB TexHu4ecKre cpencTBa Il yHUUTOXXKCHHUS HH(DOPMAITUU U HOCUTEIEH IIK 3.1
3aIUTHl HHGOPMAITUH nHpopmaIuu, mopsok npuMeHeHus. [Topsaaok NpUMEeHEHHUST TEXHHYECKUX CPEACTB JIP 1-36
3alUThl UHGOPMAIIUU B YCIOBUSIX TPUMEHEHUSI MOOUIIBHBIX YCTPONCTB 00pabOTKH
U repenaun AaHHbIX. [IpoBeaeHne n3mMepeHuii mapaMmeTpoB MoOOYHBIX
AJIEKTPOMAarHUTHBIX U3J1y4EHUN U HABOJIOK, CO3/1aBAEMbIX TEXHUUECKUMU
CpeACTBaMU 3aIIUTHI HHPOPMALIUH, TIPH IPOBEACHUH aTTECTALUU OOBEKTOB.
[TpoBenenue n3mMepeHnit mapameTpoB (POHOBBIX IIYMOB M (DU3MUYECKHX TTOJIEH,
CO3/1aBa€MbIX TEXHUYECKUMHU CPEICTBAMU 3alIUTHl HHGOPMAIUH.
TeMaTuKa NPAKTHYECKHUX 3aHATHH U JIA00OPATOPHBIX padoT 4
[TprMeHeHrne TEXHUYECKUX CPEICTB 3allUThl MH(OpMaIUn
Tema 5.2. Conepxxanue 6 OK 1-10
DKCIuTyaTanus DraIbl SKCILTyaTalliid TEXHUISCKUX CPEJICTB 3alIUThl HHPopMauu. Bubl, IIK 3.1
TEXHUYECKHUX CPEIICTB CoJIepKaHue U MOPSII0K IPOBEACHUS TEXHUUECKOTO 00CITYKUBAHUS CPEICTB JIP 1-36
3aIlUThl *HQOPMALMU | 3aIIUTHl HHGOPMAIMK. Y CTAHOBKA M HACTPOMKA TEXHUYECKUX CPEJICTB 3alllUThI
uH(popManuu. J[uarHocTuka, yCTpaHeHHEe 0TKa30B M BOCCTAHOBIIEHUE
paboTOCIIOCOOHOCTH TEXHUYECKUX CPENICTB 3aluThl HHGopMaluu. Opranu3arus
PEMOHTA TEXHUYECKUX CPENICTB 3aluThl nHpopMaiuu. [IpoBeaeHue aTrecranuu
00BEKTOB MHPOPMATH3ALIUH.
TemaTuKka NpaKTHYECKUX 3aHATHI U J1a0OPATOPHBIX padoT 4
OKcmlyaTtanus TeXHUYECKUX CPEACTB 3allluThl HH(OpMaLun
Bcero 140
CamocrosiTesbHast padora
IIpuMepHBbIe BUIBI CAMOCTOSATEIBLHOI Pa00ThI NPH M3Yy4YeHUN pa3aea 1 moxyJis
Cucremarndeckasi mpopadOTKa KOHCIIEKTOB 3aHATHN, y4€OHOU M CTICIIMAIbHON TEXHUYECKOM IUTepaTypsl (110 14
BOIIpocaM K maparpadam, riiaBaM yuyeOHbIX TOCOOUH, COCTaBIEHHBIM MPENOJaBaTeIeEM)
[ToaroroBka K npakTU4ecKuM paboTaM C UCIIOJIb30BAHUEM METOIMYECKUX PEKOMEH Ialluil IpernoiaBarTes,
odopmiieHre T1a00PaTOPHO-TIPAKTUIECKUX PaOOT, OTIYETOB K UX 3aIHUTE.
KouncyabTanuun 2




JK3aMeH 8cem (14)
UTOIro 144
M/IK.03.02 N H:keHepHO-TeXHUYeCKHe cpeAcTBA (pu3nuecKoi 3alUThl 00beKTOB HH(OPMATH3ALNH 140
Pa3znea 1. [locTpoeHue M OCHOBHBbIE XaPAKTEPUCTUKH MHKEHEPHO-TEXHUYECKHUX CPeCTB (pu3n4ecKoil
3aIIMThI
Tema 1.1. Llenu u Copnepxanue 6 K 3.2
3a1a4u (PU3NIECKOM XapaKkTepUCTHKH IOTEHIMAILHO ONAcHbIX 00bekToB. CoJiepikaHue U 3a7a4u OK 01—
3aIIUThl 00BEKTOB (usrgeckoi 3amMTh 00bEKTOB MH(pOpMaTH3auu. OCHOBHBIE TOHITHS OK10
vH(pOpMATH3aLHK MH)KEHEPHO-TEXHUYECKUX CPeJICTB (pusnueckoit 3amutel. Kateropuponanue JIP 1-36
00BbEeKTOB HHpOpMaTu3auu. Mozenb HapyIIUTeNs U BO3MOXKHBIE ITyTH U CIIOCOObI
€ro NPOHUKHOBEHUS Ha OXpaHseMblil 00beKT. OCOOEHHOCTH 3a7ay OXpaHbl
Pa3INYHBIX THUIIOB OOBEKTOB.
TemaTuka NpaKTHYeCKUX 3aHATHI M J1a0OPATOPHBIX padoT 6
XapakTtepucTuka oOBbeKTa 3aIIUThI
Tema 1.2. O0Omue Conep:xkanue 6 TIK 3.2
CBEIECHUS O OO0mue npuHIKIBI 0OecTieueHnus 0€30MacHOCTH 00BEeKTOB. JKM3HEHHBIHN KT OK 01—
KOMILIEKCax cUcTeMbl (PM3NYECKOH 3aIuThl. [[pUHINITBI OCTPOSHUS HHTETPUPOBAHHBIX CUCTEM OK10
HUHXEHEPHO- oxpanbl. Kinaccugukanus 1 coctaB HHTETPUPOBAHHBIX CUCTEM OXPaHBbI. JIP 1-36
TEXHUYECKHUX CPEICTB TpebGoBaHMs K MH)KEHEPHBIM CpeACTBaM (pu3ndeckoi 3amuThl. HXeHepHbIe
(bu3NYEeCcKOl 3aIUThI KOHCTPYKILUH, IPUMEHSIEMBIE I IPEIOTBPALLEHUS IPOHUKHOBEHUS
3JI0YMBIIIJIEHHUKA K UCTOYHUKAaM UHPOpMaIUu.
TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT 6
AHaJin3 HOpMaTUBHO-TIPABOBOM 0a3bl (pu3ndeckoil 3amuTsl. DopMupoBaHue
TpeOoBaHU K HU3NYECKON 3aIUTe 00BEKTa
Paspnen 2. OCHOBHbIE KOMIIOHEHTHI KOMILIEKCA HHKEHEPHO-TEXHUYECKHUX CPeaCcTB (hu3n4ecKoM 321U ThI
Tema 2.1 Cucrema Conep:xanue 6 IK 3.2
oOHapyKeHUs WupopmaninoHHbIE OCHOBBI TIOCTPOEHHSI CUCTEMBI OXPAaHHOW CUTHAJIU3aLlUH. OK 01—
KOMILIEeKca Haznauenue, knaccudukanus TeXHUUECKUX CpeacTB oOHapyxeHus. [locTpoenue OK10
cucteM obecrieueHus: 6e3onacHocT o0bekTa. IlepumerpoBbie cpeacTBa JIP 1-36

WH>KEHEPHO-




TEXHUYECKHUX CPEJICTB
(U3MYECKOH 3aIIUTHI

oOHapyXeHHs: Ha3HAYCHUE, YCTPOUCTBO, IPUHIHIT AeiCTBHS. OOBEKTOBBIC
cpeacTBa oOHapy>KEHUs: Ha3HAYEHUE, YCTPOUCTBO, TIPUHIIHII JCHCTBUSI.

TeMaTuKka NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT

MonTax JaTYUKOB HO}I(apHOﬁ n OXpaHHOﬁ CHUI'HaJIM3allun

Tema 2.2. Cucrema
KOHTPOJISI U
yYIpaBJIeHUS JOCTYIIOM

Conep:xkanue

Mecto cuctembl KoOHTpoJIs 1 ynpasieHus goctynom (CKVY /) B cucteme
obecnieueHus nHpopmannoHHoOU 6e30macHocTH. OcOOEHHOCTH MTOCTPOCHUS U
pasmemennss CKVY /1. Ctpykrypa u cocraB CKY /. [lepudepuiinoe odbopynoanue u
Hocurenu uHGopmarwu B CKY JI. OCHOBBI TOCTPOCHUS Y TIPUHITUTIBI
¢dbyaknuonuposanust CKY JI. Kiaccudukanus cpecTB yIpaBICHHS TOCTYIIOM.
CpencrBa uaeHTu(UKaUN 1 ayTeHTH(GUKanuu. MeToapl YA0CTOBEPEHUS
anaHocTH, npuMmensiembie B CKY /[. OOHapyxeHue MeTauIndecKuX MpeaMeTOB U
paZOaKTUBHBIX BEIIECTB.

TeMaTuKa NPAKTHYECKHUX 3aAHATHH U JIA00OPATOPHBIX padoT

PaccMoTpenue npuHIUIIOB YCTPOICTBA, pabOThl ¥ IPUMEHEHHUS allllapaTHBIX
CpeACTB ayTeHTH(HUKAIINY TIOTH30BATEIS

PaccMoTpenue npuHIMIIOB YCTPONCTBA, pabOThl ¥ IPUMEHEHHUS CPEJICTB KOHTPOJIS
JOCTyIIa

I1IK 3.2
OK 01-
OK10
JIP 1-36

Tema 2.3. Cucrema
TEJIEBU3NOHHOTO
HaOIIOICHUS

Conep:xanue

Amnasorossle 1 U POBBIE CHCTEMBbI BUA€OHa0M01eHus. HazHaueHne cuctembl
TEJIEBU3MOHHOTO HabmoaeHus. CocTaB CUCTEMBI TEJIIEBU3MOHHOTO HAOTIOACHMS.
Buneoxamepsl. O0bexTuBbl. Tepmokoxkyxu. [loBopoTHBIE CUCTEMBI.
WndpaxpacHbie ocBeTUTENN. J[€TEKTOPHI IBUKEHUS.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a0OPATOPHBIX padoT

P ACCMOTPCHUC ITPUHITUIIOB yCTpOﬁCTBa, pa6OTLI U IPpUMCHCHUSA CPCIACTB
BI/I,Z[COH8.6JHOILCHI/I}I.

[IK 3.2

OK 01-

OK10
JIP 1-36

Tema 2.4. Cucrema
cbopa, o6paboTkH,
OTOOpaKEHHS U

Conep:xanue

Knaccudukanus cuctemsl cOopa u o6padotku napopmanuu. Cxema
(GYHKIIMOHUPOBAHUSI CUCTEMBI cOopa U 00paboTku nHpopmanuu. Baprantel

[IK 3.2
OK 01—
OK10




TOKYMEHTHUPOBAHHS
uHpopMauu

CTPYKTYp HOCTPOCHHSI CUCTEMBI cO0pa U 00paboTKu HHPOpMAIUH. Y CTPONCTBA
0TOOpaXkeHHsI ¥ JOKYMEHTUPOBAHHS HH(POPMAIIHH.

TeMaTuKka NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT

PaccMoTpeHre MpUHIMIIOB yCTPOICTBA, padOTHI U PUMEHEHUS CUCTEMBI cOopa U
00paboTku nHpopmaIuu.

JIP 1-36

Tema 2.5 Cucrema Copnepxanue K 3.2
BO3JICUCTBUSA Hasnauenue u kitaccuukanus TEXHHUECKUX CPEACTB Bo3aelcTBUsA. OCHOBHBIE OK 01—
[IOKA3aTeJIM TEXHUYECKUX CPEIICTB BO3ACUCTBUS. OK10
TemMaTnKa NPAKTHYECKHX 3aHATHI M J1a60PaTOPHBIX PadoT JIP 1-36
Be10op 1 060cHOBaHME CPEJCTB MOICUCTEMBI 3aJICPHKKU
Pa3nea 3. [IpumeHeHue U IKCIIyaTalis HHKEHEPHO-TEXHUYECKHUX CPeICTB (PM3MYECKOi 321U ThI
Tema 3.1 [Ipumenenue | Coagep:kanue K 3.2
VMHKEHEPHO- [TepumeTpoBbIe 1 0OBEKTOBBIE CPECTBA OOHAPYKEHUS, TOPSATOK TPUMEHEHHUS. OK 01—
TEXHUYECKHUX CPEJICTB Pabora ¢ nepudepuitHpiM 000py10BAHUEM CUCTEMbI KOHTPOJISL ¥ YIIPABICHUS OK10
(bu3nuecKoil 3auThl noctynoM. Oco6eHHOCTH OpraHu3auy nponyckHoro pexxuma Ha KITII. JIP 1-36
VYnpasieHue cucTeMoi TeJIEBU3MOHHOTO HAOII0AEHUS C aBTOMAaTU3UPOBAHHOIO
pabouero mMecta. [Topsiok mprMeHEeHUs YCTPOICTB 0TOOpaXkeHUs U
JTIOKYMEHTUPOBaHUs HH(GOpMAIMU. YTIPaBJICHUE CUCTEMON BO3/ICHCTBHUS.
TemaTuka NpaKTHYeCKUX 3aHATHH U J1a0OPATOPHBIX padoT
Pa3paboTka CTpyKTYpHOU CXEMBI U CTIEIU(PUKAIIMA 000pYIOBAHUS
Tema 3.2. Copnepxanue [IK 3.2
Okcutyaranus Oranel 3KcIUTyaTaluu. Buisl, cogepkaHue U nNopsaI0K IpOBEICHHS TEXHUUECKOTO OK 01-
HUHXEHEPHO- 00CTyXKUBaHUS MH)KEHEPHO-TEXHUYECKUX CPEICTB (PU3NMUECKOM 3aIUTHI. OK10
TEXHUYECKHUX CPENICTB VYcTaHoBKa M HACTpOHKa MEPUMETPOBBIX U 0OBEKTOBBIX TEXHUYECKUX CPE/ICTB JIP 1-36

(hU3UYECKON 3aIUTHI

oOHapyxeHus, mepuepuitHoro 00OPYIOBAHMS CUCTEMBI TEJIEBU3HOHHOTO
HaOmoieHus. J[marHocTika, ycTpaHeHne 0TKa30B U BOCCTAHOBJIEHUE
paboTOCIOCOOHOCTH TEXHUYECKUX CPeICTB (hr3nueckoi 3amuThl. Opranusanus
PEMOHTA TEXHUYECKUX CPEICTB (PU3MUECKON 3aIUTHI.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a0OPATOPHBIX padoT

SKCHJ'IyaTaHHSI HHXXCHCPHO-TEXHUYCCKUX CPCIACTB (bHSH‘—I@CKOﬁ 3alIUThI




CamocrosiTesibHas padora
IIpumepHasi TeMaTHKA CAMOCTOATEILHOI pa6oThl npu ndyyenuu MJIK.03.02
— H3ydeHue OCHOBHBIX OIEpaIlfil MPOBEICHUS TEXHUYECKOTO 00CITYKUBAHUS HHKEHEPHO-TEXHUIECKUX
cpencTB (PU3MUECKON 3aIIUTHI.
— Pa3menienue nepuMeTpOBBIX CPEACTB OOHAPYKEHHS HA MECTHOCTH.
— CamocTosiTeTpHee U3YUSHUS MTOPSIIKA JI0MYCKa CYOBEKTOB Ha OXPaHsIEMbIE OOBEKTHI.

Koncyabranuun

KypcoBas padora

IIpumepHasi TeMaTHKa KypCOBOIro npoeKTa (padorsl)
1. Pacder OCHOBHBIX IIOKa3aTeJel Ka4eCTBAa CHCTEMbI OXPaHHOH CUTHAIM3AIMU O0BEKTA
nH(pOpMaTH3ALINH.
2. Br10op BapuaHTa CTPYKTYpBHI IOCTPOCHUS CHCTEMBI cOopa 1 00paboTku nHpopManuu 00bEKTa
nH(pOpMaTH3ALINH.
3. Tocrpoenue cucremsl obecrieueHust 6€30MacHOCTH 00beKTa MHPOPMATH3AINH C 33TaHHBIMU
MOKa3aTesIMHA KayecTBa.

30

JK3aMeH

24 (8cem)

Hmozo

144

MK 03.03 OcHOBBbI NOCTPOEHHUS 3aIUIIEHHBIX KOMIIBIOTEPHBIX ceTei

80

Tema 1 CereBble Conep:kaHue y4eGHOr0 MaTepHuasa

6

aTaku Cranuu nnpoBeieHUs ceTeBoi ataku. Kiiaccudukanum ceTeBbIx yrpo3, yA3BUMOCTEN
U aTak. ATakM Ha pean3aliy CeTeBBIX IPOTOKOJIOB, OT/EIbHBIE Y3IIbl U CITY>KOBI.
OcHOBHBIE MEXaHN3MBI IPOBEACHMSI CETEBBIX aTaK Ha Pa3JIMYHBIX YPOBHSIX MOJEIN
ISO/OSI. TIpo6semsl o0ecrieueHHst KOHGUAESHIIMATBHOCTH, IEIOCTHOCTH U
JOCTYITHOCTH MH(OpMAIMK Ha pa3IMyHbIX ypoBHIX Moaenu ISO/OSI.

TeMaTuKa NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT

KJ'IaCCI/I(bI/IKaHI/ISI THUIIOB U BUIOB CETEBBIX aTakK

IK.3.3

OK 1-

OK10
JIP 1-36

Tema 2. Mexanusmsl | Conep:kanue yueOHOro MaTepuajia

peajiu3anuM arak B | YjpaneHHoe onpenenenue Bepcun OC ¢ UCIOIb30BaHHEM OCOOEHHOCTEN
cersix TCP/IP peanu3anuu cteka npotokonoB TCP/IP. Meroibl ckaHupOBaHMsS TOPTOB. MeTO 1B

oOHapyXeHHs MaKeTHbIX cHU(pepoB. MeTo bl 06xona MO

TemaTnka NPpakKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

IK.3.3

OK 1-

OKI10
JIP 1-36




VYcranoBka 1 HacTpoiika Nmap

Tema 3. Metoabl Copaepxxanue yueOHOIro MaTepuasa [IK.3.3
nepexBaTa ceTeBbIX Nmnepconanus Benenyto. Jecunxponuszanust TCP-coenvnenuii. Ataku, OK 1-
COeIMHEeHUI B ceTsX HaIlpaBJICHHBIC Ha CETEBYIO HHPPACTPYKTYDPY. OK10
TCP/IP TemMaTHKa NPAKTHYECKUX 3AHATHI H J1a60PATOPHBIX PadoT JIP 1-36

YcranoBka u pabora ¢ Wireshark
Tema 4. IlIpumepnbl Copaepxxanue yueOHOro MaTepuasa [IK.3.3
CeTeBbIX aTaK B ceTAX | [IpuHyXaeHHEe K yCKOPEHHOM Nepenaye. ATaku, HallpaBJICHHbIE HA OTKAa3 B OK I-
TCP/IP. Texun4yeckue | oOciyxuBanuu. VizMeHeHHe KOHPHUTYpalUu U COCTOSIHUS XO0cTOB. HenmocraTku OK10
Mepbl 3a1HUTHI OT npotokoinioB cemeiictBa TCP/IP ¢ Touku 3penust obecrieueHus: 6e30MacHOCTH JIP 1-36
ceTeBbIX aTaK. uHpopmMannu. TexHuueckre Mephl 3alIUThl OT CETEBBIX aTak

TemaTuKka NpaKTHYECKUX 3aHATHI H JIa0OPATOPHBIX padoT

YcranoBka u padota ¢ mporpammorr Nmap
Tema 5. Coaep:xxanue yueOHOro MaTepHaJia I1K.3.3
Kpunrorpadpuueckne | [Iporokossl ayTeHTUUKAIIMK HA TpUKiIaHOM ypoBHE. [IpoTokon Kerberos. OK 1-
NPOTOKOJbI [TpoTokomnsl ayTeHTU(DHUKAIIMN HA TpaHCTIOPTHOM ypoBHe. [IpoTokon SSL/TLS. OK10
ob0ecnieyeHnst JlocToMHCTBa U HEAOCTATKU ayTEHTU(UKALIUY HA PAa3IUYHBIX YPOBHSAX MOJEIN JIP 1-36
0e3onmacHoCcTH ISO/OSI.

TemaTuka NpakTHYeCKUX 3aHATHI U J1a00PaTOPHBIX padoT

Pa6ota ¢ nporokonamu Kerberos u SSL/TLS

Pa6ora B OpenSSL
Tema 6. 3ammura Copepxanue yueOHOro MmaTepuasa [IK.3.3
BUPTYaJIbHBIX Hasnauenue, oCHOBHbIE BO3MOKHOCTH, TPUHLIUIIBI (DYHKIIMOHUPOBAHUS U OK 1-
yacTHbIX cereil (VPN) | BapuanTs! peanmm3zanun VPN. Oprannsanyst TYHHETUPOBaHHS HA Pa3THIHBIX OK10

ypoBHsax mozaenu ISO/OSI. locronncTBa 1 HeocTaTKky ipuMeHeHust VPN, JIP 1-36

[Tporoxon IPSEC. Ilpotokonst AH u ESP. Ocobennoctu paboThl mpoTOKOJa

IPSEC B TyHHEIBHOM U TPAHCIOPTHOM pe&xuMax. [[poTokon ynpasieHus KirouyaMmu

ISAKMP/Oakley. Ucnonb3oBanue nporokona L2TP ans opranuzanun
BHUPTYaJIbHBIX YAaCTHBIX CETEH.

TemaTnka NPpakKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT




PasseptriBanne VPN ¢ ucnons3oBanuem [PSec
Hacrpoiika nmapameTpoB perucTpanuu 1 ayaura
Peructpanusi u KOHTPOJIb JEHCTBUI MTOJIB30BATEIEH.
M3meHeHnne napaMeTpoB YYETHOM 3aIUCH

Tema 7. Pazpadorka Conep:kanue y4eOHOT0 MaTepuaJia I1K.3.3
3alMIIEHHBIX Ayrtentuduxanus, mudpoBaHue, 00eCIeYeHne eTOCTHOCTH C UCTIOIb30BAHUEM OK 1-
ceTeBbIX NPUJI0KeHuil | mporpammuoro untepgeiica SSPI. [Iporpammustii untepgeiic OpenSSL. OK10

TemMaTHKa NPAKTHYECKUX 3aHATHI U J1a00PaTOPHBIX padoT JIP 1-36

HHCcTpyMeHTaIbHBI CpeICTBA POBECHHSI CETEBBIX aTaK
Tema 8. Cpeacra Coaep:xxanue yueOHOro MaTepuaJia I1K.3.3
3alMUTHI JIOKAJBHBIX MesxcereBbie skpanbl (M3). Mecto u pons M3 B o0ecrieueHnun ceTeBOn OK 1-
cereil mpu 6e3onacuoctu. Kinaccugpukamnus M3. Tpeboanus k MO. OcHOBHBIE BO3MOKHOCTH OK10
NOAKJIIOYEHHUH K U cxeMbl pa3BepThiBanus M. Jloctounctsa u Henoctatku M. Iloctpoenue JIP 1-36
HNurepner. npaBw GpuabTpanuu. Meronbl cereBoit Tpancisiun anpecoB (NAT). ILLtro3sr

YpOBHsI puUJIo>keH . Peainzanus ceTeBoi MoJIMTUKU O€30IacCHOCTH ¢

ucnosnb3oBaHueM M3. MeTto/ibl 00X0/1a MEXCETEBBIX SKPAHOB.

TemaTuka NpaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

Hactpoiika 1 ucnonp30BaHNE MEKCETEBOTO SKpaHUPOBaHUs B cOBpeMeHHbIX OC.

Hononuutensroe [10 Agnitum Outpost 9 u Kerio
Tema 9. 3amura Conep:xanue yueOHOro MaTepuaJia IK.3.3
cepBepoB M padoumnx Cuctemsl o6HapyxeHus Bropsxenuil (COB). Ha3znaueHne 1 BO3MOKHOCTH CPEJICTB OK 1-
cranumii. Cpeacrsa | oOHapy)KeHHs BTOP)KEHHI Ha XOCTBI, IIPOTOKOJIBI ¥ CETEBBIE CITYKObL. MecTo u poJib OK10
MeTOabI cpeAcTB OOHApYKEHUS BTOP>KEHHI B 00111l crucTeMe obecrieueHus ceTeBOn JIP 1-36

NpeJoTBPAILCHUA U
o0HapyKeHus!
BTOPKeHU I

6e3onacHoctu. Knaccugukamnus COB. BeisiBienue atak Ha OCHOBE CUTHATYp aTak U
BBISIBJICHHS] aHOMAJIMHA. AyUT IpUKIaaHBIX ciyx0. CpencrBa oOHapyKeHUs
ySI3BUMOCTEH ceTeBbIX ci1yk0. CriocoObl MPOTUBOACHCTBUSI BTOpKEHUSAM. CHCTEMBI
BUpTyanbHbIX JoByliek (Honey Pot u Padded Cell).

TemaTnka NPpakKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

YcraHoBka 1 pabota ¢ nporpamMubiM komruiekcoMm VipNet IDS u TEAS

CamocrosiTesibHast padoTa




KOHCYJIbTAUMHU 2
JK3aMeH 1
Hroro 80
M/IK.03.04 «Opranu3anusi 3J1eKTPOHHOI cHCTeMBbI YIPaBJIeHHsI JOKYMEHT0000pPOTOM» 102
Tema 1. Begenne B Copaepxxanue yueOHOIro MaTepuasa 4 OK I;
Kypc¢ «JIEKTPOHHBIA | [ToHsATHE TEXHOJIOTHH YIPABICHHS, TEXHOJIIOTHYECKOTO MpoIiecca yIpaBICHUSI. OK 3;
AOKYMEHT0000pOT» ObocHOBaHNE HEOOXOAUMOCTH Tepexoia K 6e30yMakKHOH TEXHOJIOTUHU YIPABJICHUS. JIP 1-12
OcHoBHbIE KOHIIENIMH 0e30yMaKHOW TEXHOJIOTHH yIpaBieHus. MecTo cucTembl
3NEKTPOHHOTO JokyMeHToobopoTta (CD/10) B sxoHOMUYECKON HH(POPMALTMOHHON
CUCTEME.
TeMaTuKa NPAKTHYECKHUX 3AHATHH U J1a00PaATOPHBIX padboT 6
O6mme TpeGoBaHuUs K CO3MAaHHIO JOKYMEHTOB OdopmiieHre OJIaHKOB TOKYMEHTOB.
TpeboBanust K 0OPMIICHUIO TOKYMEHTOB
Tema 2. Coaep:xxanue yueOHOro MaTepuaJia 4 OK 2;
Tepmunosiorus OcHOBHBIE TOHATHUSA JEIONPOU3BOACTBA. DOPMBI OpraHU3aluu JOKYMEHTO000pOTa JIP1-12
AeJIONPON3BOACTBA. TemaTnka NPAKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT 2 JIP 13
IousiTue u cTpyKTYpa | OnpeneneHue o0beMa JOKYMEHTOO00POTa OpraHU3aLUK
AOKYMEHT0000poTa
Tema 3. Conep:xxanue yueOHOTro MaTepuaJia 6 OK 1;
Ciry:xoa Opranusanus ciyx0bl 1eI0NPOM3BOACTBA. 3aaul ¥ (YHKIIUU CITyXKO OK 3;
ACJIONPOU3BOJCTBA Jenonpou3BoacTBa. OTBETCTBEHHOCTh PAOOTHUKOB CIYKOBI IEIIONPOU3BOICTBA 32
COXPaHHOCTh JIOKYMEHTOB ¥ HH()OPMAIIHH. JIP 1-12;
TemaTuka NpaKTHYECKUX 3aHATHH H J1a00PATOPHBIX padoT 4 TP 13
Paznenenue QpyHKIMI MeX Ty TTOIpa3IECICHUSIMU JISIOTPOU3BOJICTBA U
UCTIOTHUTEIISIMU
Tema 4. Copaepxxanue y4eOHOIro MaTepuasa 2 OK 2;
3HauMMoOCTH [IpenMyIecTBa aBTOMATH3AIMH JOKYMEHTOOO0POTA. OK 3;
aBTOMAaTHU3ALUHU OcHoOBHbBIE HOPMATUBHBIE IIPABOBBIE AKTHI, PETYIUPYIOLINE 00IIECTBEHHBIE JIP 1-12;
JIP 16

AOKYMEHTO0000poTa H
3aKOHOJATeJIbCTBO B

JaHHOH

cepe

OTHOIICHHUSI, BOZHUKAIOIIIME B IIPOLIECCE pealln3allii JOKYMEHT0000poTa B
OymakHOM (hopMe U nepexojia K aBTOMaTU3UPOBAHHBIM TEXHOJIOTUSIM.




Tema S. Conep:xanue yueOHOro MaTepuaJia OK 2;
Honsitue n IlonsTue w  npuHIUNBl  (DYHKIMOHUPOBAHUS ~ CUCTEM  DJIEKTPOHHOIO OK 3;
NpHHIHNBI JIOKYMEHTO000poTa U 6a3 TaHHbIX
(GYHKUHOHMPOBAHMS | TemaTHKa NPAKTHYECKHX 3AHSATHIi H Ja60OPATOPHBIX PaGOT JP 1-12
CHCTEM JIEKTPOHHOIO | TThyyiumnel pyHknuonupoBanus COJI JIP 16;
AOKYMEHTO0000poTa 1 JIP 20
0a3 TaHHBIX

Tema 6. Conep:kanue y4eOHOT0 MaTepuaJia OK 2

OcHoBHbIC Knaccugukarus cuctem 3J1€eKTpOHHOTO JOKYMEHTO000pOTA.

XapaKTepUCTHKHU

CHCTEM 3JIeKTPOHHOIO

AOKYMEHT0000poTa

Tema 7. Coaep:xxanue yueOHOro MaTepuaJia OK 2;

Kuaaccnduxanus Knaccudukanus cuctem 31eKTPOHHOTO JOKYyMEHTO000pOoTa OK 3;

CHUCTEM JIEKTPOHHOTO | TemMaTHKa NPAKTHYECKHUX 3aHATHII U JIaDOPATOPHBIX PadoT JIP1-12;

JIOKYMEHT0060poTa Knaccugukaius cuctem 3J1eKTPOHHOTO JOKYMEHTO000pOTa JIP 16;
JIP 20

Tema 8. Conep:xxanue yueOHOro MaTepuaJia OK 2;
Cucrembl CHcTeMBI 3JIEKTPOHHOTO JJOKyMEHTO000POTa B POCCUICKOM MH(OPMALIHOHHOM OK 3;
3JICKTPOHHOI'0 MPOCTPAHCTBE JIP1-12;
JIOKYMEHT0060p0Ta B JIP 16;
poccuiickom JIP 20
HH(pOpMALNOHHOM

Tema 9. Conep:xxanue yueOHOro MaTepuaJia OK 2;
Cnenuduka OCHOBHBIE 33/1a4¥ OPTAHU3AINH CUCTEMBI JIEKTPOHHOTO IOKyMeHTooG0poTa (CI/I). OK 3;
BHEJIPEHUS CHCTEM Orambel  pazButuss  COJI. OOG30p OCHOBHBIX CHCTEM JOKYMEHTOOOOPOTA, JIP1-12;
YJICKTPOHHOI'O IpeACTaBICHHBIX B Poccun JIP 16;
JIOKYMEHT0000poT2 TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT P 20

Cucrema dIIeKTPOHHOTO IOKYyMEHTO000pOoTa
Tema 10. Copepxanue yueOHOro MaTepuasa OK 2;




OcHOBHbIE Kpurepun BbiOOpa cucTeM 3JIeKTPOHHOTO JOKYMEHT0000poTa. ObuIre TpeboBaHuUs OK 3;
TpeGOBaAHU K K J€JIONPOU3BOCTBEHHBIM (DYHKIHMAM, K QYHKIHUAM KOHTPOJIS UCIIOJIHEHHS, JIP1-12;
cucreme MOJJIEP)KKE MTPOLIECCOB pa3pabOTKU U COTIACOBAHUS TOKYMEHTOB, K MEXaHU3MaM JIP 16;
3JIEKTPOHHOT' 0 uarerpaunu COJ1 ¢ ApyruMu NpuitoKeHUsIMU, K BO3MOXKHOCTAM HacTpoiiku CO/I, k JIP 20
AOKYMEHT0000poTa CTaHJapTU3aluy, YHUPUKAIUN

TeMaTuKa NPAKTHYECKHUX 3aAHATHH U JIa0OPATOPHBIX padoT

[Tporeccrl pa3pabOTKH JOKYMEHTOB U corjacoBanue B COJ]

Tema 11. Copaepxxanue yueOHOro MaTepuasa OK 2;
Hacrpoiika cucrembl CTpyKTypHpOBaHHOE XpaHeHue, HaBuranus. HacrpanBaembie BUbI U aTPUOYTHI. OK 3;
CI/ - DocsVision. CMBICIIOBBIE CCHUTOYHBIE CBSI3U. ATPUOYTUBHBIN U MOJIHOTEKCTOBBIN MOUCK. JIP 1-12;

Pasrpannuenue nocryna. JIP 16;
TemaTuKa NpaKTHYECKUX 3aHATHI H JIa0OPATOPHBIX padoT JIP 20
Hactpoiiku cuctemsr COJ1

Tema 12. Coaep:xanue yueOHOro MaTepuaJia OK 2;
Pabora co 3anoHeHHe OCHOBHAIX CIIPABOYHMKOB B CHCTEME JIEKTPOHHOTO OK 3;
cnpaBouHukamu CI/L | noxymentoo6opora DocsVision JIP 1-12;
- DocsVision TeMaTHKa NPAKTHYECKUX 3aHATHI U J1a00OPaTOPHBIX padoT P 16;

3anojHeHue CpaBOYHUKOB 7P 20

Tema 13. Conep:xanue yueOHOIro MaTepuaJia OK 2;
Pabora ¢ Co3pnanue, coriiacoBaHue, XpaHEHHE, T[OUCK. Bxopsmas u  ucxoasmas OK 3;
AOKYMEHTaMH B KOpPPECIIOHICHIIUS. JIP 1-12;
cucreme CIJ[ — Docs | BHYTpeHHHE JIOKYMEHTBI: OPraHU3alMOHHbIE, PACTIOPSAUTENbHBIE, CIIPABOYHO- JIP 16;

uHpOpMaLMOHHbIe. MapiipyTH3aius JoKyMeHTOB. KOHTpOJIb HCIIOTHUTENBCKOM JIP 20
JUCITUTIAHBI.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT

Pabota ¢ nokymentamu B CDJ] DocsVision

Tema 14. Conep:xxanue yueOHOro MaTepuaJia OK 2;
Pabora ¢ kapToukoi Coztanue HOBBIX BUJIOB JUIS CYIIECTBYIOLIETO OJIb30BAaTENBCKOTO TUIIA KAPTOUKH. OK 3;
C/1 - DocsVision TemaTHKa NPaKTHYECKHX 3aHATHI U Ja00PATOPHBIX padoT J}IPPI -1162,

;

3anoiaHeHne KapTouek

JIP 20




Tema 15. Copaepxxanue yueOHOIro MaTepuasa 4 OK 2;
Pa6ora ¢ Co3jaHue ¥ HACTPOIKa yBeJOMIIEHHUIT, pacchlIaeMbIX B Ipoliecce 00paboTKy OK 3;
yBenomuenussmu CIJL | xaprouex. JIP 1-12;
— DocsVision TemMaTHKa NPaKTHYECKUX 3aHITHH U JIaDOPATOPHBIX padoT 4
O0paboTka KapTOYEK U HACTPONKHU PACCHUIOK YBEIOMIICHHIA
CamocrosiTesbHast padora 2
KOHCYJIbTAUMHU 2
JK3aMeH 2
Hroro 102
Y4yeOHasi npaKkTHKA
Buab1 pa6or:
— H3mepenue napameTpoB PU3NYECKUX MOJIECH.
— Omnpegnenenue kananos yreuku [I9MIH.
— IlpoBenenue n3mepeHuit mapameTpoB (HOHOBBIX ITYMOB U (PU3UYECKUX IMOJIEH, CO3/1aBaEMbIX
TEXHUYECKUMHU CPEJICTBAMU 3alUThl HH(POPMAIUH.
— YcTaHOBKA U HACTPOIKa TEXHUYECKUX CPEJICTB 3alIUThl HH(POPMAIUH.
— TIIpoBenenue n3mepeHuil mapaMeTpoB MOOOYHBIX 3JEKTPOMArHUTHBIX U3JIy4YE€HUH U HABOJOK.
— IlIpoBenenue arrectanuu 0ObEKTOB MHPOPMATH3ALNH
— MoHTax pa3YHBIX THIIOB JaTYUKOB.
— IIpoexTupoBaHHe yCTAHOBKH CUCTEMBI IT0KaPHO-OXPAHHOHN CUTHAIM3AIMU 0 33JJaHUI0 U €€ 36
peanu3arus.
— IIpumeHeHue MPOMBILIUIEHHBIX OCHUIIIOrPadoB, YaCTOTOMEPOB U T€HEPATOPOB U APYTOro
000py0BaHUS JUIs 3alUTHl HH(POPMAIUH.
— PaccmoTpenue cucteMbl KOHTPOJIS M YIIPaBJIEHUS TOCTYIIOM.
— PaccmoTrpenne mpuHIHIIOB pabOThl CHCTEMBI BHICOHAOIOICHHS U €€ TPOSKTHPOBAHHE.
— PaccmoTrpeHne naT4nKoB TIepUMeETpa, UX MPUHITUTIOB PA0OTHI.
— BrinonHeHue 3ByKOU30MIALIMN TOMEIIEHUH CUCTEMBI 3alTyMJICHUSI.
— Peanm3anms 3ayThl OT YTEYKH T10 IETISIM SJICKTPOTIUTAHKS U 3a3€MIICHUSI.
— Pa3paboTka opraHM3aIMOHHBIX U TEXHHYECKHX MEPOTIPUATHI TI0 33JaHUI0 TIPEIoIaBaTelIs;
— Pa3paboTka OCHOBHOI TOKYMEHTAIlMU 110 HHKEHEPHO-TEXHUUECKON 3aIuTe HHOpMaIuu.
IIpou3BoaCTBEeHHAS NMPAKTHKA NPO(PECCHOHATIBLHOT0 MOAYJIs 72




Buabi pator

1. VYwyactue B MOHTa)Ke, OOCITY’)KMBAaHUH U YKCIUTYaTAIlMH TEXHUYECKUX CPECTB 3alIUThl HHPOPMAIIUH;

2. Ydacthe B MOHTa)xke, 00CITy)KMBAaHUHU U DKCILTyaTaIlMK CPEJICTB OXpaHbl M 0€30MMaCHOCTH, HHKEHEPHOU
3aIUTHl ¥ TEXHUYECKOM OXpaHbl 00BEKTOB, CHCTEM BHICOHAOIIOACHUS;

3. Yuactue B MOHTa)xe, 00CITYy)KMBAaHUHU U DKCILTyaTallMH CPEJICTB 3aIUTHl HH(OPMAITUU OT
HECaHKIIMOHUPOBAHHOTO ChEMA U YTEUKHU MO0 TEXHUYECKUM KaHajaMm;

4. IlpuMeHeHHE HOPMATUBHO MPABOBBIX AKTOB, HOPMATUBHBIX METOAMYECKUX IOKYMEHTOB IO
00eCTIeUYeHHIO 3aUThI UH)OPMAIIMYA TEXHUYECKUMU CPEICTBAMH.

IK3amen no npogheccuonanbHomy mooyiiio

Bcezo

584

Jlst XapaKTepUCTUKK YPOBHS OCBOEHHUS y4eOHOI0 MaTepuaja HUCIOIb3YIOTCS ClIeIyIole 0003HauCHUSL:

1 — o3HakoMUTENBHBIH (Y3HaBaHUE paHee U3YYEHHBIX OOBEKTOB, CBOHCTB);

2 — penpoyKTHBHBIN (BBIIIOIHEHHE AEATEIBHOCTH MO 00pa3ily, HHCTPYKIIUH WIN ITO]] PYKOBOACTBOM);

3 — IPOAYKTHBHBIN (IUIAHUPOBAHNE U CAMOCTOSITEIBHOE BBITIOJIHEHUE JCATEILHOCTH, PEIICHIE IPOOIEMHBIX 3a/1a4).




4. YCJIOBUSA PEAJIM3ALIMU ITPOI'PAMMBI
MMPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeGoBaHusI K MUHMMAJILHOMY MATEPUAIbHO-TEXHUYECKOMY 00ecredeHHI0
Peanu3zanus mporpaMMbl MOIYJIS IPETIONIAraeT HaIuure yueOHbIX KAOMHETOB!

JICKIIMOHHBIE AYAUTOPUU C MYJTbTUMEAUUHBIM 000pYyI0BaHUEM;

naboparopus «TexHUUEeCKHX CPeCTB 3alIUTH HHPOPMAITHID.

O6opynoBanne ydeOHOTO KaOmHETa W pabouymx MecT KaOWHeTa — JICKITMOHHAs
ayJIUTOPHSL: TOCATJOYHBIX MECT — HE MeHee 25, pabodee MeCcTO MpenoaBaTess, MPoOeKTop,
NIEPCOHAIBHBIN KOMITBIOTEP, HHTEPAKTUBHAS JOCKA, KOMIUICKT IMPE3CHTAITHH.

O6opynoBanue nadopaTopuul « TeXHHYECKUX CPEICTB 3aIMUTHl MHPOPMAIUN» |
pabounx MeCT J1abopaTopuu:

1)  paboume mMecTa CTyIEHTOB, 000PYIOBAaHHBIE IEPCOHATHLHBIMU KOMITBIOTEPAMH;

2)  mabopaTopHbIC yueOHbIC MAKETHI,

3)  ammapaTHbIe CpeICTBa AyTCHTU()UKAIINY TTOJTb30BATEIIS;

4)  cpeactBa 3amMUTBl  WHPOPMAMKM OT YTEUYKH 10  aKyCTHYECKOMY
(BHOpOAKKyCTHUECKOMY) KaHaJIy ¥ KaHaly MOOOYHBIX SJEKTPOMArHUTHBIX W3IYYCHUN U
HaBOJIOK;

5)  cpexacrTBa U3MepeHUs MapaMeTpoB GUINUECKUX TOJICH;

6) crenm ¢u3MYecKoil 3amMTBEl O00BEKTOB HH()OPMATHU3AIMK, OCHAIICHHBIMU
CpeICTBAaMU KOHTPOJIS AOCTYTa, CACTEMaMH BHICOHAOIIOACHNUS U OXPAaHbl OOBHEKTOB;

7)  pabouee MECTO IPEIO aBaTelIs;

8)  yueOHO-MeTOaUYecKOoe 00SCIICUCHUE MOTYJIS;

9)  uHTepakTUBHAs JOCKA, KOMILUICKT MPE3CHTAIHIA.

4.2. UudgopmannoHHoe odecnevyeHne o0yueHust

Ilepeyens pexkoMeHAyeMbIX Yy4eOHbIX u3gaHuid, MHHTepHeT-pecypcos,
JAOTOJHUTEJbHOM JIMTePaTypPhbl

OCHOBHBIE HCTOYHUKHU:

1. byonoB A.A. u gap. Texuudeckas 3ammra HHPOpMAIUM B OOBEKTAX

uHpopmanmornHo# cTpyktypsl. CI1O. M.; Akagemus, 2019.-10

2. B.II. MensaukoB, C.A. KneiimenoB, A.M. Ilerpakos: Mudbopmarrionnas

0e3omacHOCTh U 3amnura nHpopmaruu M.: Akagemus, - 336 c. — 2016

3. lanmumxmii A.B. 3amura naHGopManuu B CeTH - aHAJIU3 TEXHOJIOTHH M CHHTE3

pewenuii. M: JIMK,2014 -5

4, I'pubynun B.I'. KommnekcHas cucrema 3amuThl  WHQoOpManuu  Ha

npennpustau. M.: Akagemus,2014



5. 3aiines, A. I1., Memepskos, P. B., lllenymanos, A. A. Texaudeckue cpeacTBa u
MeTosl 3amuThl nHGopManmu / [Tox pea. A. Il. 3aiineBa, A. A. lllenynanosa. - 7-¢ u3n.,
ucnp. - M.: Topsuas nunums, 2018. - 442 c. ISBN 978-5-9912-0233-6 3aiines
A.IL., Memepsaxkos P.B., lllenynmanoB A.A. TexHuueckue CpeacTBa MU METOJIbl 3aLUTHI
uHpopManuu. 7-¢ u3a., ucnp. 2016.

6. UBanoB M.A., UyrynmxkoB W.B. Kpunrorpapuueckue MeTOAbl 3alIUTHI
uH(pOpMAaIIMU B KOMIIBIOTEPHBIX CHCTEMaxX U ceTsaX. YueOHoe nocodue - Mocksa: MUDU,
2016.- 400 c. PexomenmoBano YMO «SnepHble ¢u3Mka U TEXHOJOTHH» B KadyecTBe
y4eOHOT0 OCcOOust )i CTYICHTOB BBICIIUX YYEOHBIX 3aBE/ICHU.

7. Wcwmaunosa, P. H. Ynpasienue BHyTpeHHEH JOKyMEHTUPOBAHHON HH(POpMAIIHEH
/ P. H. Ucmaunora, C. M. I'opronosa, . M. 3axapoBa // BectHuk TexHOIOTHYECKOTO
yauBepcuteta. — 2018. — T. 21. — Ne 8. — C. 136-139.

8. Karopur 10.®., Pasymorckuii A.B., CmmBak A.W. 3ammra wunopmammu
TeXHUUYECKUMHU cpeficTBaMu: YueOHoe nocooue / [lon penakuueit FO.®. Karopuna — CII0:

HNY UTMO, 2017.-416 c.

Q. Hukudopos, C.H. Metonpl 3amutsel uH(pOpMauu. 3amura OT BHEIIHHX
BTOp>KEHUM [ DNeKTpoHHBIHN pecypc] : yueb. mocooue / C.H. HukudopoB. — DnekTpoH. AaH.
—  Cankr-Ilerepoypr : Jlawp, 2018. — 96 <c¢. — Pexum jgocryna:
https://e.lanbook.com/book/107306. — 3aru. ¢ akpaHa.

10. HoBuxor B.K. Opranuzaimonsoe u mpaBoBoe oOecrieueHre MHGOPMAIMOHHON
6e3onacHocTh: B 2-x yacTsax. Yacts 2. OpranuzannoHHoe odecrneueHrne nHHOpMalmoOHHON
oe3omacHocTH: yueb. mocodue. — M.: MUDT, 2017. — 172 c.

11. Opranu3zanoHHO-TIPaBOBOE obOecreueHne HUHPOPMAIMOHHOW 0€30MacHOCTH:
y4ueb. mocobue sl CTyA. yupexaeHuit cpea. npod. odbpazomanus/ E.b. benos, B.H.
[Tpxeropnunckuii. — M.: 3natensckuil neHTp «Axagemusi», 2017. —336¢

12.TTenpkoB T.C. OCHOBBI MIOCTPOCHUS TEXHUYECKUX CHCTEM OXPaHbI IEPHUMETPOB.
VYyebnoe nocodue. — M. 2017.

13.Ilerpenko, B.W. 3amura nepcoHanbHbIX JaHHBIX B MH()OPMAITMOHHBIX CUCTEMAaX.

[Ipaktukym [DnexkTpoHHBIN pecypc] : yueoHoe nocodue / B.U. [lerpenko, M.B. Manapuria.


http://www.techbook.ru/book_list.php?str_author=%D0%97%D0%B0%D0%B9%D1%86%D0%B5%D0%B2%20%D0%90.%D0%9F.
http://www.techbook.ru/book_list.php?str_author=%D0%97%D0%B0%D0%B9%D1%86%D0%B5%D0%B2%20%D0%90.%D0%9F.
http://www.techbook.ru/book_list.php?str_author=%D0%9C%D0%B5%D1%89%D0%B5%D1%80%D1%8F%D0%BA%D0%BE%D0%B2%20%D0%A0.%D0%92.
http://www.techbook.ru/book_list.php?str_author=%D0%A8%D0%B5%D0%BB%D1%83%D0%BF%D0%B0%D0%BD%D0%BE%D0%B2%20%D0%90.%D0%90.
http://www.iqlib.ru/search/author.visp?name=%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%20%D0%9C.%D0%90.
http://www.iqlib.ru/search/author.visp?name=%D0%A7%D1%83%D0%B3%D1%83%D0%BD%D0%BA%D0%BE%D0%B2%20%D0%98.%D0%92.
http://www.iqlib.ru/publishers/publisher/2E8D62D948D8454A81119C1E552F17DE
http://www.twirpx.com/file/1585397/

— DnektpoH. naH. — Cankrt-IletepOypr : Jlanp, 2019. — 108 ¢. — Pexxum gocryma:
https://e.lanbook.com/book/111916. — 3ar. ¢ skpaHa

14. anerun B.®. 3ammra nadopmannu B KOMIOBIOTEPHBIX cucTeMax u cetax W3-

Bo: JIMK Ilpecc, - 2016

JlonoTHUTeIbHbIE MeYaTHbIe HCTOYHUKU:

1. ®enepanbubiii 3akoH ot 27 wutons 2006 r. Ne 149-03 «OO6 wunHpopmanuu,
MH(OPMAITMOHHBIX TEXHOJIOTHSX U O 3alUTe NHHOPMALIII.

2. ®enepanbubiii 3akoH 0T 27 utois 2006 . Ne 152-D3 «O nepcoHATBHBIX JaHHBIX.

3. ®enepanbubiii 3akoH OoT 27 gexadbpsa 2002 1. Ne 184-@3 «O TexHHUYECKOM
pEryJIUPOBAHUI.

4. ®enepanbubiii 3akoH OT 4 Mast 2011 1. Ne 99-D3 «O nuneH3upoBaHUU OTACTBHBIX
BHJIOB JIESITENIBHOCTI.

5. ®enepanbubiit 3akoH oT 30 nexadpst 2001 1. Ne 195-d3 «Konekc Poccuiickoit
®denepanyu 00 aIMUHUCTPATUBHBIX MPABOHAPYIIICHUIX).

6. Yka3 IIpesunenta Poccuiickoit ®@enepanuu ot 16 arycra 2004 r. Ne 1085
«Bormpocsl DenepanbHOl CyKObI IO TEXHUYECKOMY U SKCTIOPTHOMY KOHTPOJIIO).

7. Yxa3 Ilpesunenra Poccuiickoit @enepanuu ot 6 mapta 1997 r. Ne 188 «O6
YTBEPKJICHUU MEPEUHS CBEACHUN KOH(PUIECHIIMAIBHOTO XapaKTepay.

8. VYka3 IIpesunenta Poccuiickoit ®eneparuu ot 17 mapta 2008 1. No 351 «O Mepax 1o
oOecrieueHnto  uHpopMmaloHHoW  Oe3omacHoct  Poccuiickoit  deneparun  npu
WCTOJIb30BAaHUN  MH(OPMAIIMOHHO-TEICKOMMYHUKAIIMOHHBIX ~ CETed  MEXIyHApOIHOTO
UH(GOPMAITMOHHOTO OOMEHAY.

9. [Momoxxenne o cepTUGUKALMK CPEACTB 3aAIUTHl HMHPOPMAIUH. Y TBEPKICHO
nocraHoBneHneM I[IpaBurensctBa Poccuiickoit @enepannu ot 26 nroHs 1995 1. Ne 608.

10.  Tlomoxenwue o cepTU(UKAIMU CPEICTB 3aMUTH HHGOPMAIUH IO TPEOOBAHUSIM
6e3onacHocTH WH(OpMaIMu (C JOTMOJHEHUSMHU B COOTBETCTBUM C IOCTAHOBJICHUEM
[IpaButenscTBa Poccuiickoit @eaepanuu ot 26 uoHsa1995 1. Ne 608 «O ceprudukanuu
CPEIICTB 3aIIUThl HHDOPMAITUUY). Y TBEPKICHO MTPUKA30M Mpezceaarens ['ocrexkomuccun
Poccun ot 27 oktsi6pst 1995 r. Ne 199.

11. CoctaB # colep>KaHHE OPraHU3AIMOHHBIX M TEXHUYECKUX MeEp MO
o0OecrieyeHn0  0€30MacCHOCTH  MEPCOHAIBHBIX JAaHHBIX TpU HUX 00paboTke B
MH(POPMAITMOHHBIX CHUCTEMax MEPCOHAIBHBIX JTaHHBIX. YTBepKaeHbl mpukazomM OCTOK
Poccum ot 18 ¢epans 2013 1. Ne 21.

12. Mepsl 3amuThl HWHPOPMAIMM B TOCYIAPCTBEHHBIX HMH(POPMAIMOHHBIX
cuctemax. Y1epxkaeHsl ®CTIK Poccun 11 despans 2014 .

13.  AnmunuctpatuBHbii pernameHT DPCTOK Poccum mo mpemocTtaBieHHIO
rocyJapCTBEHHOM YCIYTH MO JHUIEH3UPOBAHUIO JEATEIBHOCTH MO TEXHUYECKOW 3allluTe



koH(puaeHManpHoM nHGopManuu. YTBepxkaeH npukazom ®CTOK Poccuu ot 12 urons
2012 r. Ne 83.

14.  ApamunuctpatuBHbiii pernameHT PCTOK Poccunm no mnpenoctaBieHHIO
roCyJapCTBEHHOM YCIYrM IO JIMUEH3UPOBAHHUIO JACSATEIBHOCTH IO pa3paboTke U
IPOU3BOJICTBY CPEACTB 3alIUThl KOHPUACHIIMAIBHON HH(GOPMAIUHU. Y TBEPKIEH MPUKA30M
OCTOIK Poccun ot 12 nrons 2012 r. Ne 84.

15. CneumanbHbie TpeOOBaHMA U PEKOMEHIAIMU 10 TEXHUYECKOM 3alluTe
koH(puneHuuansHoit uHpopmanuu (CTP-K). YTBepxknennl npukazom ['ocrexxkomuccuu
Poccun
ot 30 aBrycra 2002 r. Ne 282.

16. TpeGoBanus o 3amuTe WHGOPMAIMH, HE COCTABISIONMICH TOCYIApPCTBEHHYIO
TaliHy, COJepKalllelcs B rOCYJapCTBEHHBIX MH(OPMAIMOHHBIX CUCTEMaX. Y TBEPKICHBI
npukazom @CTIK Poccun ot 11 deBpans 2013 r. Ne 17.

17. TpeGoBanusa o 3amurTe HHPOPMAIMH, COAEpXKAIICHCSI B MH(DOPMAIMOHHBIX
cuctemMax obiero nosb3oBanus. Y BepxaeHbl npukazamu @Ch Poccun u ®CTIK Poccun
ot 31 aBrycta 2010 r. Ne 416/489.

18. TpebGoBanus K cucremMaM OOHAPY>KEHUSI BTOPKCHHUN. Y TBEPKACHBI MTPUKA30M
OCTIK Poccuu ot 6 nexadbpst 2011 r. Ne 638.

19. PyxoBomsmmii  goxkymeHT. ['eomHboOpMalMOHHBIE CHCTEMBl.  3alluTa
uH(pOpMAIUU OT HECAHKIIMOHUPOBAHHOTO JTOCTyna. TpeboBaHus 1o 3anuTe HHGOPMAIIHIH.
Yrepxaen ®CTIK Poccun, 2008.

20. PykoBomsmuii JTOKyMEHT. 3aliuTa OT HECAHKIIMOHHMPOBAHHOTO JIOCTyMa K
uHpopmanuu. Yacte 2. [IporpammHoe oOecriedeHue O0a30BBIX CHUCTEM BBOZA-BbIBOAA
MEePCOHATBLHBIX AJIEKTPOHHO-BBIUMCIUTENIBbHBIX MaluH. Kiaccudukaiuys 1Mo ypOBHIO
KOHTPOJISI OTCYTCTBHUSI HEAEKIAPUPOBAHHBIX BO3MOKHOCTEU. YTBepxkIAeH PCTIK Poccun
10 oxTsa6ps 2007 1.

21. IIpukaz ®Cb Poccuum ot 9 despans 2005 r. Ne 66 «O06 yTBepkIeHUU
[Tonoxenust 0 pa3paboTKe, MPOU3BOJICTBE, PEATH3AIMU U IKCIUTyaTaluy Mu(pPoBaIbHBIX
(kxpunTorpadMyeCKUx) CPEJACTB 3aMUTH HHHOPMAIITHI.

22. TOCT P UCO/MDBK 13335-1-2006 UudopmanimoHHasi TeXHOIOTHsI. MeTO b
u cpeacTtBa obecnieueHus: 6e3onacHoctu. Yactey 1. Konnenuus u Moaenu MEHEIKMEHTa
6e30macHoCTH UHGOPMAIIMOHHBIX U TEJICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHIMA

23. TOCT P HUCO/MDBK TO 13335-3-2007 HudopManroHHass TEXHOJOTHS.
Metoasl u cpeactBa obecrieueHus: OesomacHocTd. Yacte 3. Meroabl MeHemIKMEHTa
6e3omacHOCTH UH(POPMAITMOHHBIX TEXHOJIOTUH

24. TOCT P MCO/MDBK TO 13335-4-2007 HMudbopManroHHass TEXHOJOTHS.
Mertonbl u cpencTa obecneuenust 0e3onacHocTu. Yacte 4. BeiOop 3alIUTHBIX Mep



25. TOCT P MCO/MDBK TO 13335-5-2006 HMudbopManroHHass TEXHOJOTHS.
MeTons! u cpenctBa obecnieueHus 6e3omnacHocT. YacTs 5. PyKoBoICTBO 110 MEHEKMEHTY
0€30MacHOCTH CEeTH

26 TOCT P HCO/MBK 17799-2005 WapopMannoHHAsS  TEXHOJIOTHS.
[IpakTrUueckue npaBuiia ynpapieHUss HHPOPMALIUOHHOM 0€30MaCHOCTHIO

27. TOCT P UCO/MBK 15408-1-2008 MudopmarnimonHas TeXHOJ0THs. MeTo bl
U cpeactBa oOecneyeHusi Oe3zomacHocTH. Kputepum  oneHku — 0€30MaCHOCTH
uH(popMaIMOHHbIX TexHonorui. Yacte 1. BBegenue u obmias moienb

28. T'OCT P UCO/MDBK 15408-2-2008 NudopmarimoHHasi TeXHOIOTHsI. MeTo b
U cpenctBa obecmeueHusi  Oe3omacHocTd.  Kputepuum  oueHKH — O€30MaCHOCTH
MH(GOPMALIMOHHBIX TeXHOJoTHil. YacTh 2. OyHKIIMOHATIbHBIE TpeOOBaHMs 0€30MacCHOCTH

29. TOCT P UCO/MBK 15408-3-2008 MudhopmanimonHas TeXHOJOTHs. MeTo bl
U cpenctBa obecrneueHust  Oe3omacHOocTH. Kputepum  oueHku — 6€301acCHOCTH
uHdopmamoHHbIX TexHoorui. Yacte 3. TpeboBanus 1oBepusi kK 6€30MacHOCTH

30. TOCT P 34.10-2001. "Nudopmarmonnas texnosorus. Kpunrorpaduueckas
3amurta uHopmanuu. [Ipoueccsl popmMupoBaHuss U TPOBEPKH SJIEKTPOHHOU HUPPOBOIA
noamcy"”

31. TOCT P 34-11-94. "Uudopmarmonnas TtexHosorus. Kpumnrorpaduueckas
3amurta nHopmaruu. OyHKIMsS XmupoBaHus"

32. TOCT P 50922-2006 3ammurta wuHpopmanuu. OCHOBHBIE TEPMUHBI H
onpenenenus. Pocrexperynuposanue, 2006.

33. TOCT P 52069.0-2013 3ammura wundbopmaruu. Cucrema CTaHIapTOB.
OcnogHble nonoxenus. Poccrangapr, 2013.

34. TOCT P 51583-2014 3ammra wunbpopmanuu. Ilopsgok co3manus
aBTOMATHU3MPOBAHHBIX CHCTEM B 3alUIICHHOM HCHOJHeHHH. OOIue MOI0XKEeHHUS.
Poccranmapr, 2014.

35. T'OCT P 51624-2000 3amura uadopmaiuu. ABTOMATH3UPOBAHHBIE CUCTEMBI
B 3amuieHHoM ucnoiaHeHnu. Oomue tpedoanus. ['occtangapt Poccun, 2000.

36. TOCT P 51275-2006 3ammra undopmaruu. OOBEKT HH(DOpPMATH3AIMH.
DakKkTopHlI, BO3/ICHCTBYIOIINE Ha uH(opmaruro. Oo0mue MIOJIOKEHHUS.
Pocrexperynuposanue, 2006.

37. TOCT P 52447-2005 3ammra nadopmaruu. TexHrka 3amuThl HTHPOPMAIUH.
Howmenknatypa noka3zareneit kauectBa. Poctexperynuposanue, 2005.

38. T'OCT P 56103-2014 3amura uadopmaiiui. ABTOMATU3UPOBAHHBIE CUCTEMBI
B 3alUIIIEHHOM wucnosHeHun. OpraHuzamnus U cojepkaHue paboT Mo  3amuTe OT
MPETHAMEPECHHBIX CHUJIOBBIX JJICKTPOMArHUTHBIX BO3JeHcTBHA. OOmMe MOJOKECHHUS.
Poccranmapr, 2014.

39. TOCT P 56115-2014 3amura uapopmanuu. ABTOMaTU3UPOBAHHBIE CUCTEMBI
B 3alUIICEHHOM wHcronHeHnu. CpencTBa 3alUThl OT TNPEJHAMEPEHHBIX CHIIOBBIX



AJIEKTPOMAarHUTHHIX Bo3nencTBuid. O0ume Tpedboanus. Poccranaapr, 2014.

40. TOCT P UCO/MDK 15408-1-2012 UndopmannonHas TexHOJIOTUsI. MeTOo bl
U cpenctBa obecmeueHusi  Oe3omacHoctd.  Kputepuum  oueHKH — O€30MAaCHOCTH
uH(pOpMalMOHHBIX TexHoiorui. Yacts 1. BBenenue u obmas moaens. Poccranmgapr, 2012.

41. TOCT P UCO/MDBK 15408-2-2013 NudopmanrionHass TeXHOJIOTHs. MeToablI
U cpeactBa oOecneyeHus: Oe3zomacHocTH. Kputepunm  oneHku — 0€30MaCHOCTH
UH(GOPMAIIMOHHBIX TexXHOoJIoTHI. YacTh 2. OyHKIMOHATBHBIE TpeOOBaHMs 0€30MaCHOCTH
(npsimoe nipumenenue [SO/IEC 15408-2:2008). Poccrangapt, 2013.

42TOCT P 5073995 CpenctBa BBIYMCIUTENBHOW TEXHUKU. 3allUdra  OT
HECaHKIIMOHMPOBAHHOTO JocTyna K wuHpopmanun. OOIme TeXHHYeCKue TpeOOoBaHusL.
I'occranpmapr Poccun, 1995.

43. Meroguka ompeaelieHUs aKTyallbHBIX YIpo3 O€30MacHOCTU MEPCOHATBHBIX
JAHHBIX TPU HX 00paboTke B WHGOOPMAIIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JIaHHBIX.
Yreepxaena ®CTIK Poccun 14 dpespans 2008 r.

44.  COOpHUK BPEMEHHBIX METOJMK OIICHKU 3alMIIEHHOCTH KOHMUIECHIIUATBHOMI
nHpOpMaIMu OT YTEYKH IO TEXHUYECKUM KaHajlaMm. YTBeEpxkaeH [ ocTexxoMuccuein
Poccumn, 2002.

45. TOCT P 50922-2006 3amurta wuHpopmauuu. OCHOBHBIE TEPMHUHBI H
onpenenenus. Poctexperynuposanue, 2006.

46. TOCT P 51275-2006 3ammra undopmanuu. OObEKT HHPOpMATHU3AIIH.
daxkTopsl, BO3JICHCTBYIOILINE Ha uHdOpMaIHIO. Oo6mue IIOJIOKEHUS.
PoctexperynupoBanue, 2006.

47.  COOpHUK BPEMEHHBIX METOAMK OLIEHKU 3aIHUIIEHHOCTH KOH(QUIECHIUATBHOM
nHpopMaIuu OT yTEYKH MO TEXHUYECKUM KaHajdaMm. YTBepxkAeH [ ocTrexkomuccuen
Poccumn, 2002.

48. TpeboBanus o 3ammre WHPOPMAIUH, HE COCTABJISAIONIEH TOCYIapCTBECHHYIO
TaliHy, COJEpKaIllelcs B TOCYJapCTBEHHBIX MH(POPMAIMOHHBIX CUCTEMaX. Y TBEPIKICHBI
npukazoM ®CTOK Poccunm ot 11 deBpans 2013 . No 17.

49. Meposl 3amuThl UMHDOpMAIMM B TOCYAapCTBEHHBIX WH(GOPMAIIMOHHBIX
cuctemax. Y1epxaeHsl ®CTIK Poccun 11 despansg 2014 r.

50. Meroaudeckue peKOMEHAAIIMM TI0 TEXHUYECKOW 3aIuTe WH(POPMAIINH,
cocTaBJisAroIIeH kKoMMepueckyto TaiiHy. YTBepxkaeHsl ®CTIOK Poccun 25 nexadps 2006 r.

B) MpOrpaMMHOE OOECIICUCHHE: CIEIMaTu3UPOBAHHOE MPOrpaMMHOE oOecrieueHue
JUTSI TIPOBEPKH 3aITUIIICHHOCTH TIOMEIIEHUN OT YTEUYKH UH(POPMAIIUU 10 aKyCTUUECKOMY U
BUOPOAKYCTHUECKOMY KaHajlaM, CICIHAIbHBIX HUCCIEAOBAHUIN CPEJCTB BBIUMCIUTEIHHON
TEXHUKU;

r) 6a3pl  JaHHBIX, HWHGOPMAIMOHHO-CIIPABOYHBIE U  TMOMCKOBBIE  CHUCTEMBI:
www.fstec.ru; www.gost.ru/wps/portal/tk362.



DJIeKTPOHHbIE UCTOYHHUKMU:
1. ®epepanbHas ciayx0a MO TEXHUYECKOMY U 3KCHOpTHOMY KoHTpomio (PCTOK
Poccun) www.fstec.ru

2. HH}popmaImoHHO-CTIpaBOYHAs CHCTEMA 0 IOKYMEHTaM B 00J1aCTH TEXHUYECKOM
3amuThl HHGOopMarmu WWw.fstec.ru

3. OOpa3zoBaTeibHblE MOPTAJIBl [0 Pa3JIMYHBIM HaNpaBlICHUSM OOpa3oBaHUs U
tematuke http://depobr.gov35.ru/

4. CrnpaBouHo-tipaBoBas cuctema «Koncynprant [Lmrocy www.consultant.ru

5. CnpaBouHo-npaBoBas cuctema «l'apanT» Www.garant.ru

6. ®denepanpubiii nOopTan «Poccuiickoe oOpaszoBanue Www.edu.ru

7. ®enepanbHBbIii IIPAaBOBOU nopTa «¥Opunnueckas Poccus»
http://www.law.edu.ru/

8. ®enepanpublii nopran «MHPOpMAMOHHO-KOMMYHUKALMOHHBIE TEXHOJIOTMH B
obpaszoBanum» htpp\\:www.ict.edu.ru

9. Caiit Hay4Ho#t a1ekTpoHHO# OnbOaroTexkn Www.elibrary.ru

4.3. O0mue TpeOOBAHUA K OPraHU3alUM 00Pa30BaTeJbLHOIO MPoLecca

OOyueHue NpoBOJUTCS ¢ COONTIOJIEHUEM 00pa30BaTEIbHBIX CTAHIAPTOB, TPEOOBAHUI
CaHUTApPHOW TMUTHEHbl U OXpaHbl Tpyaa. OOpa3oBaTesbHBIA MPOLECC OCYLIECTBISETCA C
Y4E€TOM MHJIUBUIyAIbHBIX OCOOEHHOCTEW 00YyYarOIUXCsl.

JInst TOCTHKEHUS! IOCTABIIEHHBIX LieNied Mpo(eCCHOHAaIBbHOTO MOYJISE HEOOXOIUMO
MpeABapUTENIbHOE M3yueHHEe oOuenpodecCHOHaNbHbIX AUCIUIUIAH, MPETyCMOTPEHHBIX
y4eOHBIM TUTAHOM.

4.4, KagpoBoe obecneyeHre 00pa3oBaTeIbHOI0O Mpolecca

4.4.1. Peanuzanus oOpa3oBaTeIbHON MPOrpaMMbl 00ECTICUUBACTCS ME€1arOTHYECKUMHU
paboTHUKaMu 00pa30BaTEIbHONM OpraHU3alMK, a TAKXKE JHIAMH, TPUBJICKAEMBIMH K
peanuzauuu 00pa3oBaTEIbHOM MPOrpaMMbl Ha YCJIOBHUSX TIPa’KIaHCKO-TIPABOBOTO
JOTOBOpa, B TOM YHCIIE W3 YHKCIA PYKOBOJAUTENEHM M paOOTHUKOB OpraHU3alui,
HaIlpaBJCHUE JESITEIbHOCTH KOTOPBIX COOTBETCTBYET 00dacTH Mpo¢hecCuoHaNbHON
NeATEeIbHOCTU, UMEIOIIUX CTaX PadOTHI B JaHHOM TpodeccuoHaIbHOM 00J1acTU HE MEHee 3
JIET.

4.4.2. Kpannukanus nenarorndeckux pabOTHUKOB 00pa30BATENbHON OpraHU3alMU
JIOJDKHA OTBEUYATh KBaTU(DUKAIIMOHHBIM TPEOOBAHUSIM, YKa3aHHBIM B KBAJIM(PUKAIIMOHHBIX
CIIpaBOYHHUKAX, U (W) TPOPECCHOHATIBHBIX CTaHAapTax (TP HATTUYHNH ).

[lenarornveckue paOOTHUKM, TPHUBJICKAEMblEe K pealu3aluid 00pa30BaTeIbHON
MPOTPaMMBI, JOHKHBI MOJTy4YaTh JOMOJHUTENIbHOE MPOGEeCcCHOHAIBHOE O0pa3oBaHUE IO
mporpaMMaM TOBBIIICHUST KBaTU(UKAIMU, B TOM 4dYHCIE€ B (opMe CTOKHPOBKH B
OpraHW3alusIX, HAMpaBIICHWE JESITEIIbHOCTH KOTOPBIX  COOTBETCTBYET  00JIacTh
npodeccuoHanbHOM 1eATeIbHOCTH, He peke 1 pa3a B 3 roja ¢ yueToM pacIiupeHus CIIeKTpa
MpoQEeCCUOHATIBHBIX KOMIETEHITUH.


http://www.fstec.ru/
http://www.fstec.ru/
http://www.consultant.ru/
http://www.garant.ru/
http://www.edu.ru/
http://www.ict.edu.ru/
http://www.elibrary.ru/

Jlons meparornyeckux pabOTHUKOB (B IMPUBEIEHHBIX K LIEJIOYUCIEHHBIM 3HAYEHUAM
CTaBOK), 00ECIEeUYMBAIOIIMX OCBOEHHE OO0YYaroIUMHCS MNPO(EeCcCHOHANBHBIX MOIYJeH,
MMEIOIIMX ONBIT JEATEIBHOCTH HE MEHee 3 JIeT B OpraHu3alusx, HamlpaBlICHHUE
JESITEIbHOCTH KOTOPBIX COOTBETCTBYET 0OJacTH MPOQPECCHOHATBHON NESTEIbHOCTH, B
o0111eM YHcIIe eJarornyeckux paboTHUKOB, pealIn3yIOINX 00pa30BaTEeNIbHYIO IPOrPAMMY,

JOJKHA OBITH HE MEHEE 25 MPOLIEHTOB.
[legarorn4eckuit COCTas:




5. KOHTPOJIb 1 OIEHKA PE3YJIbTATOB OCBOEHUA
INPO®PECCHOHAJIBHOI'O MOAY JIA
(BUIA ITPOPECCHOHAJIBHOU AEATEJBHOCTHN)

Pe3yabTaTsl OcHoOBHBIE OKA3aTeJIN DopMbI U METObI KOHTPOJIA
(ocBOEHHBIE OLIEHKH pe3yJibTaTa U OLlEHKH
npodeccuoHaJIbHbIE
KOMIIETEHI[HH)
[IK 3.1 OcyiiecTBasTh JleMOHCTpHUpOBaTh YMEHUSI U | TECTUPOBAHUE,

YCTaHOBKY, MOHTaX,
HACTPOMKY U
TEXHUUYECKOE
o0cy)KMBaHUE
TEXHUYECKUX CPEICTB
3a1uThl HH(OPMALIUY B
COOTBETCTBUH C
TpeOOBaHUSIMHU
AKCIUTyaTallMOHHOM
JOKYMEHTaIluu

IIPAKTUYECKHUE HABbIKU B
YCTaHOBKE, MOHTaXe,
HaCTPOWKE UIIPOBEACHUUN
TEXHUUYECKOTO 00CITY)KUBaHUS
TEXHUYECKUX CPEIICTB
3aluUThl HOPMAIIUU B
COOTBETCTBUU C
TpeOOBaHUSAMHU
AKCIUTYaTal[MOHHON
JIOKyMEHTaluu

9K3aMeH KBAIN()UKALMOHHBIMH,
SKCIIEPTHOE HAOIOICHHE
BBITTOJIHEHUS Ta00PaTOPHBIX
pabor,

AKCIIEPTHOE HAOJII0ICHHE
BBITOJIHEHUS TPAKTHYECKUX
pabor,

OIICHKA PEIICHUS
CUTYaIIMOHHBIX 33]1ad,
OLIEHKa Tporecca u
pe3yJIbTaTOB BHITIOTHEHUS
BUJIOB pabOT Ha MPAKTUKE

[IK 3.2 OcymiecTBiATh
JKCILTyaTalUIo
TEXHUYECKHUX CPE/ICTB
3alIUThl HH(OPMAIHH B
COOTBETCTBHUH C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOM
JOKYMEHTAIH

[TposiBNsATH yMEHUS U
MPAKTUYECKOTO OIbITa B
HKCIUTyaTaIllui TEXHUYECKIX
CPEJICTB 3aLUThI
nH(pOpMaIUK B COOTBETCTBUU
¢ TpeOOBaHUSIMH
AKCIUTYaTal[MOHHON
JIOKyMEHTaluu

TECTHUPOBAHUE,
9K3aMeH KB (DUKAIMOHHBIM,
IKCIEPTHOE HAOIIOICHHE
BBINOJIHEHUS JTA0OPATOPHBIX
paoor,

AKCIIEPTHOE HAOII0ICHHE
BBITTOJTHCHHA MMPAKTUYCCKUX
pabor,

OIIEHKA PEIICHUS
CUTYallMOHHBIX 33124,

OIICHKa Mpoliecca u
PE3yNbTAaTOB BBHITOJIHEHUS
BUJIOB pabOT Ha MPAKTUKE

1K 3.3. OcymiecTBasTh
U3MEepeHue MapaMmeTpoB
MOOOYHBIX
ANEKTPOMATrHUTHBIX
W3JTy4YE€HHI U HAaBOJIOK
(ITSMHUH),
CO3/IaBaeMBbIX
TEXHUYECKUMHU
cpeacTBaMu 00paboTKHI
uHpopMauu
OTPaHUYEHHOTO JAOCTYIa

[TpoBoauTH pabOTHI IO
U3MEPEHUIO TapaMeTpOB
MOOOYHBIX
AIIEKTPOMATrHUTHBIX
W3JIyYEHHU U HAaBOJOK
(IT9SMUH), coznaBaeMbIx
TEXHUYECKHMU CPEACTBAMHU
00paboTKK HHPOPMALIUU
OTPaHUYECHHOTO JIOCTYTIA

TECTHPOBAHUE,
9K3aMEH KBAIN(PUKAIIMOHHBIMH,
AKCIIEPTHOE HAOII0ICHNE
BBITOJIHEHUS Ta00PaTOPHBIX
paoor,

SKCIIEPTHOE HAOIOICHHE
BBITOJIHEHUS TPAKTHYECKUX
paoor,

OIIEHKA PEIICHHUS
CUTYaIlMOHHBIX 33/1ad,




OLIEHKa IIpoliecca U
Pe3yJbTaTOB BHITIOIHEHUS
BUJIOB Pa0OT HA MPAKTUKE

[IK 3.4 OcyiiecTBasTh
U3MEpEeHue mapaMmeTpoB
(hOHOBBIX IITYMOB, a
TaKKe PUINIECKUX
ToJIeH, CO3/1aBaeMbIX
TEXHUYCCKUMHU
CpEICTBaMH 3aIIUThHI
uHpOpMaIu

[IpoBoaUTH
CaMOCTOSITENIbHBIE HU3MEPEHUS
napameTpoB (POHOBBIX
IIYMOB, a TaKXke (PU3MIECKIX
H0JIeH, CO3/1aBaeMbIX
TEXHUYECKUMU CPEACTBAMU
3alUThl HH(pOpMALUU

TECTHUPOBaHUE,
9K3aMeH KB (DUKAIMOHHBIH,
SKCIIEPTHOE HAOIOICHHE
BBITTOJIHEHUS TA00PaTOPHBIX
pabor,

9KCIIEPTHOE HAOIOICHHE
BBITOJIHEHUS TPAKTHYECKUX
pabor,

OIICHKA PEIICHUS
CUTYAIIMOHHBIX 33]1ad,

OLIEHKa Tporecca u
pe3yJIbTaTOB BHITIOIHEHUS
BUJIOB pabOT Ha MPAKTUKE

[IK 3.5 Opranu3oBsIBaTh
OTJeNIbHbIE Pa0dOTHI 110
¢busnveckoii 3amuTe
00BEKTOB
nH(popMaTU3aluu

[TposiBnATE 3HaHMS B BEIOOpE
Croco0OB peleHus 3a1a4d o
OpraHu3alK OTEIbHBIX
pabot no ¢puznyeckoi
3alMTe 0ObEKTOB
uH(pOopMaTU3aLun

TECTUPOBAHUE,
9K3aMEH KBAIM(HUKAIMOHHBIH,
IKCIIEPTHOE HAOIIOACHUE
BBINOJIHEHUS 1Ta0OPaTOPHBIX
paoor,

IKCIIEPTHOE HAOII0IeHNE
BBITTOJTHCHHA MMPAKTUYCCKUX
paboT, olleHKa peleHus
CUTYallMOHHBIX 3aj/1a4,

OlIeHKa Ipoliecca U
Pe3yJbTaTOB BHITOJIHEHUS
BUJIOB Pa0OT HA MPAKTUKE

@DopMBI U METOJBI KOHTPOJISI U OIICHKU PE3YJIbTaTOB OOyUYEHUS JOJDKHBI MMO3BOJSATH MPOBEPATH Y
00yJaronuxcsi He TOJIBKO C(OPMHUPOBAHHOCTH MPOGECCHOHATBHBIX KOMIIETSHIINHN, HO U pa3BUTHE OOIINUX
KOMITETEHITHI U 00eCTeYNBAIOIINX UX YMEHUU.

Pe3ynb'ra'rb| ¢OprI n MmeToabl KOHTPONA U

OLEHKM

— OCcHOBHbIe NoKa3aTenu

OLeHKM pe3ynbTaTta
(ocBOeHHble 0bwue

KomneTeHuuu)

OK 01. BeiOupatp
CIOCOOBI pelieHus 3a/1a4
npodeccnoHanbHOM

— 000CHOBAaHHOCTH
MOCTaHOBKH I1€JTH, BEIOOpA U
HpI/IMeHeHI/IH METOA0B N




ACATCIIBHOCTH,
MPUMEHUTCIIBHO K
PAa3JIMYHBIM KOHTCKCTAaM.

CHOCOOOB pelICHHS
po¢)eCCHOHANIBHBIX 3a71a4;

- aJIeKBaTHas OLICHKA U
camoorieHKa 3 (PEeKTHBHOCTH
Y Ka4eCTBA BHITIOJTHEHUS
npodeCCHOHATBLHBIX 33124

OK 02.0Ocy1iecTBasTh
MIOMCK, aHAJIN3 U
WHTEPIPETAIIIO
nH(popManuu,
HEOOXOTUMOM IS
BBITTOJIHEHUS 3a/1a4

- MCII0JIb30BAHNE PA3IMUHBIX
MCTOYHUKOB, BKJIFOYAsI
AJIEKTPOHHBIE PECYPCHI,
Meauapecypcesl, UaTepHer-
pecypchl, IEPUOINIECKUE
U3JIaHUS TI0 CIEIUATIbHOCTH

npodeccnoHaTbEHOM JUTSL PEIIICHUS
JEATSILHOCTH. npodeccHOHANBHBIX 3a1a4
OK 03. IlmanupoBath U | - JEMOHCTPALIUS
peaTn30BBIBATH OTBETCTBEHHOCTH 3a
coOCTBEHHOE NPUHATHIC PEIICHUS

npodeccuoHansHOE U
JUYHOCTHOE Pa3BUTHE.

- 000CHOBaHHOCTh
CaMOaHAIN3a U KOPPEKIUS
pE3yJIBTaToOB COOCTBEHHOMN

paboThl;
OK 04. Pa6orars B - B3aUMOJICHCTBUE C
KOJIJIEKTHUBE 1 KOMAaHJIE, 00ydJaroumMucs,

3¢ pexTUBHO
B3aHMOJICHCTBOBATh C
KOJIJIeTaMHu,
PYKOBOJICTBOM,
KJIMECHTaMH.

MpenoaaBaTesiMu U
MacTepaMH B X0/1¢ 00yUYCHHS,
C PYKOBOJIUTENSIMHA Y4€OHOM
Y MPOU3BOJACTBEHHOMN
MPAKTHK;

- 000CHOBaHHOCTh aHAJIN3A
paboThI YWIEHOB KOMaHIbl
(MOAYMHEHHBIX)

OK 05. OcyuiecTBisATh
YCTHYIO ¥ TUCHBMEHHYIO
KOMMYHHKAIUIO Ha
TOCYJapCTBEHHOM SI3BIKE
C y4eTOM 0COOEHHOCTEN
COIIMATIBHOTO U
KYJIBTYPHOT'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOU U
MIICbMEHHOU peyH,

- ICHOCTb (POPMYTHPOBAHUS
W U3JI0KCHUS MBICIICH

OK 06. TIposBasTh
Ipak1aHCKO-
MaTPUOTUIECKYIO
HO3UIHIO,
JI€MOHCTPHPOBATH
OCO3HaHHOE NOBEJCHUE
Ha OCHOBE

- cOOJII0/IEHUE HOPM
IIOBEJICHNUS BO BPEMs
y4eOHBIX 3aHATUN U
POXOXKJIEHUS yueOHOM 1
IIPOU3BOJCTBEHHOM NPAKTHK,

TPaIUIINOHHBIX
00I11eY€eI0BEYECKUX

LICHHOCTEH.

OK 07. CopneiicTBoBaTh - 3¢ pexTUBHOCTH
COXpaHEHUIO BbINoHeHus npaBui Th Bo

OKpY>Karolleu cpebl,
pecypcocOepexreHuIo,

BpeMsl y4EOHBIX 3aHITHH,
U IPOXOXKJICHUU y4eOHOU

WNHuTepnperanus pe3yabTaToB
HaOJIIOICHUH 32 IS TEILHOCTHIO
oOyJarorerocst B mporecce
OCBOCHHSI 00pa30BaTEIBHOM
IPOTPaMMBbI

DKcrepTHOE HAOII0IeHUE U
OIICHKA Ha 1ab0paToOpHO -
MPAKTUYECKHUX 3aHATHUSX, TIPH
BBITIOJIHCHUH Pa0OT MO y4eOHOM
Y MPOU3BOJCTBEHHOMN
MPaKTHUKaM

DK3aMeH KBaJIu()UKAITMOHHBINA




3¢ HeKTHBHO Y IPOU3BOCTBEHHOM

JNIENCTBOBATE B MPaKTHK;

YpEe3BBIYANHBIX - 3HaHHME U UCIIOJIb30BaHUE

CUTYaIUsIX. pecypcocOeperarommx
TEXHOJIOTHI B 00s1acTH
TEJIEKOMMYHUKAIUM

OK 08. lcnonbs3oBaTh - 3¢ (eKTUBHOCTH

cpencTBa pU3HIECKOU BbINOJHEHUS ipaBuil Th Bo

KYJBTYPBI st BpeMs Y4EOHBIX 3aHITHIA,

COXpaHEHHUS U IIPU MPOXOKICHUH YUeOHOM

YKPEIUICHUS 3/I0POBbsl B | U MPOU3BOJICTBEHHON

nporecce MPAKTHK;

npodeccnoHaTbEHOM

NEeSITeNIbHOCTH U

MOJIEpPIKaHUE

HE00XOIMMOT0 YPOBHS

¢buzngeckoi

MIOATOTOBJICHHOCTH.

OK 09. HUcnone3oBars - 5 eKTHBHOCTE

nH(pOpMaLIOHHBIE

TeXHOTOIHH B MCIIOJIb30BaHUs

npodeCcCuoHAITBHON MH(pOPMALHOHHO-

NESITEIbHOCTH. KOMMYHHKAITHOHHBIX
TEXHOJIOTHH B
npodeccuoHanbHOM
JIESITEIBHOCTH COIJIACHO
dbopMUpYEMBIM YMEHUSAM H
M0JIy4aEMOMY
MPAKTUYECKOMY OIIBITY;

OK 10. ITonp3oBatbes - 3¢ pexTBHOCTH

npogeccuoHaTbHON HCIIONIb30BaHUS B

JOKYMEHTAaI1el Ha npodeccuoHanbHOM

rocyAapCTBEHHOM U JESTEIIbHOCTH HEOOX0IUMOA

WHOCTPAHHOM SI3bIKaX. TEXHUYECKON JOKYMEHTAIIUH,
B TOM YHCIIe Ha aHTJTHHCKOM
SI3BIKE.

Pesynomampl ykazvleaiomest 8 COOMEEMCMEUU ¢ NACROPMOM NPo2pamMmbl u pazoeiom 2. Ilepeuenv popm konmpoas
00a21ceH Oblmb KOHKPEMU3Uposau ¢ y4emom cneyu@uku 00yueHuss no npocpamme npogheccuorHaibHo20 MOOYA.

**[Ipasuna onpeodenenus OCHOBHbIX NOKA3ameJell pe3yabmamos no020moGKu:

1. Ochognvle nokasamenu pe3yibmamog no020MoSKU O0JIHCHbL GbINMEKAMb U3 NPOPECCUOHATLHBIX KOMNEMEHYUT KAK
pe3yibmam GulnoaHeHUs OelUcmeui.

2. OcHogHble nokasamenu pe3yIbmamos HOO20MOGKU MO2YN OmMpadcamb KAK KOMNIEKCHbI  pe3ylbmam
dessmenvHOCmU (Xapakmepusyowull YyeloCmublll ONbim OesimeibHOCMU), MaK U INeMEHMAPHBIL pe3yIbmam 6biNOIHEHUS
omoenvhublll Oeticmeutl u/unu onepayuil. Ilokazamenem modicem Ovimb NPOOYKM UIU NPOYECC

8bINOIHEHUSL (BbINOHEHUE PAOOMbL 8 COOMBEMCMBUU ........ ).

3. Jleckpunmop 0CHO6HO20 noKaszamens pe3ylomama NOO20MOSKU (DOPMYIUPYIOMCSL ¢ NOMOWBIO OM2IA20IbHbIX
CYWeCmEUMENbHBIX, CIOSIUUX HAYUALE NPEONONCEHUSL.

4. @opmynuposka noxazamens He OOJINCHA NOSMOPAMb POPMYAUPOBKY KOMNEMEHYUU.

5. Kadxcooil komnemenyuu 00JIHCHO COOMEEMCMBEO8AMb He MeHee 08YX NOKA3AMENEI.

6. Dopmynuposka OecKpunmopa OCHOBHO20 NOKA3AMENsl Pe3yibmama No020MOSKU OONICHA OblMb: — ACHOU U
NOHAMHOU: UCNOIL30BAHUE OOCMYNHbIX NOHAMUL, NpOCMble NPeONONCEHUs. U CMUb U3N0NCEHUs, 8 MO Jice 8peMs He
06e0HAIWUe SA3LIKOBOU ONbIM 00YUAIOWUXCS, NOSUYHOCHL (NOCIe008aMeNbHOCMb, HENPOMUBOPEYUBOCHY), — HYemKOU U

KOHKPEemHOLUl, ChoCOOCmBYIouel 00HO3HAYHOMY ROHUMAHUIO KAYECMBEHHbIX U KOIUYECIBEHHbIX XaAPAKMEPUCTIUK Pe3yibmama
oesmenbHoCmu



onyckaemcsi oghopmieHue co2nacHo NPUMEPHOL NPOSPAMMbL MOOYVIAL:

[Ipodeccuonanbupl | OrieHUBaeMbIC 3HAHUS U YMEHHSI, CHCTBUS Mertoibt Kpurepuu
€ KOMITCTCHITNH OIICHKH OIICHKH
MK 3.1-35 3HaHus:
TectupoBanne | 75% mpaBUIBHBIX
OTBETOB
Kontponbnas | 75%
pabota BBITIOJTHECHHBIX
3aJaHUM
YMeHust:
[IpakTHueckoe | DkcrnepTHOE
3aJaHue HAOJI0JICHUE
[IpakTHueckoe | DkcmepTHOE
3aaHue HaOIIoIeHNe
JleicTBus:
DK3aMeH Brimonnenwne
TEOPETUUECKUX U
MPAKTUICCKUX
3aJaHUM
VMenus: Ponesas urpa | DxcneptHoe
3HaHus: HaOJIoIeHNE
Ymenus: CuryanuoHH | DKcrepTHOE
3HaHus: bIC 3a]1a4H HAOJII0ICHHE
3HaHus:
Konrtponbnas | 75%
pabota BBITIOJTHEHHBIX
3aJaHUM
TectupoBanue | 75% npaBUIIBHBIX
OTBETOB
OK 1. TectupoBanue | 75% npaBHIBHBIX
OTBETOB
OK 2. Kontponbhast | 75%
pabota BBITOJTHEHHBIX

3a1aHUI




JIucT u3MeHeHU ¥ 1ONOJTHEHUM

B pabouyio nporpamMmy Ipo(ecCHOHaTBEHOTO MOIYJIS

I10 CIICOIHAJIBHOCTHU

(KOO U HauMeHOBaHUEe CNeYUATbHOCU)

Ne usmeHeHus,, 0ama usmMeHeHUA,; HOMep CMPAHUYbl C U3MEHEHUEM
Hanpumep: U3meHeHune Nel, 16.06.15 ., ctp. Ne 14
bbl/10 CTANO
OcHOoBaHMe.:.......ccceveenneeee.
/
noonuce I/IHuL;uaJlbl, (ﬁamuﬂufl , BHecueco U3MeHeHUs

PaccmoTpeno u ogobpeno Ha 3acemanuu [IMKNeo
IIpoToxon Ne « » 20 I.
[Ipencenarens [IMK: /

noonuce Huuyuanel, pamunus




